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October 31, 2000

TheHonorable Norman Y. Mineta
Secretary of Commerce
Washington, DC 20230

Mr. Secretary:

| am pleased to provide you with the Office of Inspector General’ s semiannual report to the Congressfor
the second half of fiscal year 2000. Section 5 of the Inspector General Act requiresthat you transmit this
report, with any commentsyou may wish to add, to the appropriate congressional committeeswithin

30 days of itsreceipt.

During thissemiannual period, we continued to devote considerableresourcesto reviewing the
Department’ seffortsto addresswhat we view asitstop 10 management challenges. Our major focuswas
on themost visible and immedi ate challenge—improving the accuracy and controlling the cost of the 2000
Decennia Census. Asthe CensusBureau completesitsremaining work over the coming months, wewill
monitor itsefforts and make recommendationsaimed at ensuring that thisdecennial producesthe most
accurateresults possible and that thelessons|earned are appliedin planning for the next decennial .

Wealso report on the Department’ s progressin meeting its other major challenges, describe three chal-
lenges on which progress has been so substantial that we are removing them from thetop 10 list, and
discussthe challengesbeing added to thelist to replace those being removed.

Finally, | want to notethat in addition to our reviews designed to identify fraud, waste, and abuse, we also
continueto emphasizework aimed at preventing problemsand promoting efficiency and effectivenessin
Commerce programsand activities. For example, thisreport summarizesthefindingsof two comprehen-
sivereviewsof the processes by which the Department’ soperating units make discretionary financial
assistance awards and manage their interagency and other special agreements. It ismy belief that by
adopting our recommendationsfor improving these processes, the Department can prevent problemsoften
associated with individual financial assistanceawardsandinteragency agreements.

Sincerely,

JohnnieE. Frazier

Enclosure
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FOREWORD

Operating in an environment of severe budget constraints, we have, morethan ever, had to carefully focus
our effortsto achievethe greatest possibleimpact. A large portion of our resources have been targeted at
evaluating the Department’ ssuccessin addressing itstop 10 management challenges, which arediscussedin
detail inthe pagesimmediately following. Among our major projectswerereviewsof the CensusBureau’s
management of the 2000 Decennial Censusand “capping” reports summarizing our reviews of two major
issuesthat cut across multiple Commerce operating units: maximizing competitionindiscretionary financial
assi stance programsand properly managing i nteragency and other special agreements.

Wecompleted half adozen reviewsof decennial activities, including development of thecritically
important M aster AddressFile, warehousing and | easing operations, and thetel ephone questionnaire
assistance program. In addition, mindful of the need to maintain public confidenceintheintegrity of
the population count, wearelooking into anumber of allegationsof fraud and other improprietiesin
the conduct of the enumeration.

Inacomprehensivereview of the Department’ sdiscretionary financial assistance programsthat
grew out of arequest by the Chairman, Senate Committee on Commerce, Science, and Trans-
portation, we assessed whether the criteria, procedures, and practices used to make awardswere
designedtoresultin merit-based funding decisions. After completing auditsof 33individual
programsoperated by Commerce bureaus, weissued acapping report summarizing the results of
theaudits, identifying cross-cutting issues, highlighting best practices, identifying weaknesses, and
recommendingcorrectiveactions.

In another capping report, we summarized thefindings of 10 reviewsthat examined how
Commerce bureaus manage their interagency and other special agreements. In FY 1997, the
Department had more than 4,700 such agreements, involving more than $1 billion. We concluded
that although most of the agreements appeared to serveimportant functionsrel ated to departmental
missions, increased oversight isneeded to prevent or minimize problems. Among the problemswe
identified were bureaus using agreementswhen procurement contractsor financial assistance
awardswould have been moreappropriate, failing to adequately track and control agreements, and
failing to account for or recover thefull costsincurred under agreements.

Through thesereviews, and the many othersdiscussed throughout thisreport, we have attempted to provide
obj ectiveanalyses of the management and performance of Commerce programsand activities, and offer
practical, constructive recommendations aimed at ensuring that the Department operatesefficiently and
effectively.
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MAJOR CHALLENGES
FOR THE DEPARTMENT

In pursuing its programs and missions, the Depart- TOP 10 MANAGEMENT
ment of Commerceisfaced with anumber of CHALLENGES

problems, concerns, and difficult issues, including
some that we view as major management chal-
lenges. In this section, we highlight what we con-
sider to bethe“Top 10 Management Challenges’
facing the Department. We also highlight the current
status of other management challengesthat have
been met or, for one reason or another, are being
removed from thetop 10 list.

We haveidentified theseissues asthe top 10
challenges because they meet one or more of the
following criteria: importanceto the Department’s
mission or thenation’ swell-being, complexity,
sizableexpenditures, or need for significant
management improvements. Giventhediverse
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IG’'s Message for the Congress

nature of Commerce activities, anumber of these
challengescut acrossbureau and programlines. We
believethat, by addressing these challenges, the
Department can enhance program effectiveness,
eliminate seriousoperational problems, decrease
vulnerability to fraud and waste, and achieve
substantial savings.

Increase the Accuracy and
Control the Cost of the
2000 Decennial Census

Asit nears completion, the 2000 Decennia Census
remai nsan enormousand complex undertaking.
Some 77 million householdshavereturned their
censusforms, and follow-up attempts have been
madewith another 42 million householdsto collect
the census data. The Census Bureauisin the
process of checking the dataand preparing the
population count to be rel eased by December 31,
2000. The accuracy of the count iscrucial because,
among other things, it serves asthe basisfor deter-
mining how many seats each statewill haveinthe
House of Representatives.

The bureau has al so embarked on aprogram to
samplethe population of the United Statesin an
attempt to measure the undercount and overcount in
the decennial and to increase the accuracy of the
countsthrough statistical adjustment. Thebureau
proposesto makethe adjusted countsavailablefor
statesto usefor redistricting and for other purposes
by April 2001. In recognition of theimmense chal -
lenge posed by the decennial censusanditsrelated
operations, the Administration, the Department, and
theCongresscontinueto providesignificant over-
sight and management support.

Similarly, oversight of thedecennial remainsone of
our top priorities. Since 1994 we haveissued nearly
30 audit and inspection reports on various aspects of
the bureau’ sdecennial effortsand have made
numerousrecommendationsaimed at helpingto
improvetheaccuracy of thedecennial and control
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its cost. We have also conducted auditsand
inspectionsof bureau activitiesand operationsthat
may indirectly affect the bureau’ sability to conduct
thedecennid efficiently, effectively, and economi-
caly. Andfinally, weareactively monitoring the
bureau’ sactionsto address our recommendations
for correcting identified weaknesses, and are
continuing to mount an aggressiveeffort to audit,
inspect, and investigateissuesrelevant to the
accuracy and cost of the decennial. Some of the
many siteswevisited duringour fieldwork are
depicted onthefollowing page.

Inreviewscompleted during thissemiannual period,
weidentified and reported on anumber of problems
that need to be addressed in compl eting the current
decennial and beginning to plan for the 2010
decennial. Specificaly:

o Anevaluation of theMaster AddressFile,
theaddresslist used to support decennial
operations, found that thebureau’ s
reengineering of thefilewasnot completed
intimeto ensure high-quality addressdata
for labeling questionnaires. Thebureau also
needsto take additional stepstoincrease
dataquality, improveitssoftware engineer-
ing standards, and report on itssuccessin
meeting housing unit accuracy and com-
pletenessgoal sthrough the mechanisms
provided for under the Government Per-
formance and Results Act of 1993 (GPRA).
(Seepage 26.)

o Inresponseto an anonymouscomplaint, we
looked into allegationsthat decennial
workerstrained at the Hialeah, Florida, local
censusoffice had falsified dataand used
inappropriate procedureswhileworking at
threelocal officesin southern Florida. Our
review revealed that (1) at one office, some
enumerators had not made therequired
number of visitsand tel ephonecallsto
households, (2) at another, some crew
|eadershad not adequately reviewed
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Locations Visited by the OIG
During Decennial Census Reviews

questionnaires, and (3) at thethird, quality
control procedures had not been properly
implemented. Wheninformed of our
findings, the bureau took decisiveaction by
re-enumerating the questionnairesinvolved
to ensuretheintegrity of the data collected
by these offices. (See page 28.)

Anaudit of decennia warehousing
operationsconcluded that the bureau
needed to addresstwo problem areas:
First, because of delaysinfinalizingthe
contentsof kitsused to conduct various
field operations, itemsneeded for thekits
were often not in stock and the delivery of
kitsto the field was delayed. Second, two
bureau officesinvolvedin specifying the
contentsof thevariouskitshad differences
intheir kit specification lists. Wereported
that both of these problems had the
potential to causedisruptionsand delaysin
field office operations. (See page 30.)

Aninspection of decennial leasing
operationsfoundthat notwithstanding some
operational problems, the partnership
between the Census Bureau and the General
ServicesAdministration successfully estab-
lished anetwork of more than 1,000 decen-
nial offices. However, the bureau needsto
thoroughly assessitsoverall |easing costs,
benefits, and resultsto determine whether a
similar partnership should beusedin 2010.
Intermsof lessonslearned for future
decennial's, wenoted, among other things,
that tel ecommuni cations system planning
should have been better coordinated andfile
management should have been standardized
acrossregions. (Seepage 32.)

A review of the Telephone Questionnaire
Assistance program, under whicha
contractor developed asystemtoallow
respondentsto call toll-freeto ask questions
or completetheform over thetelephone,

Commerce OIG Semiannual Report
September 2000



IG’'s Message for the Congress

found that the bureau had not developed a
contract administration and surveillance
plan. Such aplan ensuresthat the govern-
ment receivesthequality of servicescalled
for under the contract and paysonly for
servicesreceived. (Seepage 34.)

o Following the 1990 decennial, wereported
that millionsof dollarsin unemployment
benefitsmay have been unnecessarily paid
to employeesbecausetheir terminations
were not adequately documented, and we
recommended correctiveaction. Inarecent
inspection, wefound that, for the 2000
decennial, in the vast majority of cases, the
bureau was doing an adequatejob of
documenting thebasesfor such
terminations. (See page 36.)

o Our review of thedecennial special
popul ation enumerationsand questionnaire
assistance centersidentified several issuesto
be consideredin planning for the 2010
decennial. Specifically, toolittletimewas
allowedfor enumerator training, late
delivery of suppliescaused problems, some
homel esssheltersand soup kitchenswere
not visited by enumerators, and the
effectiveness of the assistance centers
varied. (Seepage 40.)

Asmight be expected with any undertaking of this
magnitude and complexity, our officehasreceived a
significant number of complaintsand all egations of
wrongdoing relatingto decennial operationsthrough
the OIG Hotline and other sources. These
complaintsand allegations covered awiderangeof
issues, from routine payroll concernsto charges of
mismanagement, discrimination, and fraudulent
enumeration. (Seepage41.)

The Department continuesto face challengesin
compl eting the 2000 decennial . Asof September 30,
2000, the bureau had compl eted the enumeration
phasefor the 120 million householdsin the United
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States. The bureau has a so compl eted interviews of
314,000 households selected for its Accuracy and
Coverage Evaluation operation, aquality check
survey designed to measure the accuracy of the
censusthrough the use of statistical sampling. Over
the next few months, the bureau will, among other
things, finish processing completed questionnaires,
match the quality check resultsto those of the
decennial, and reconcileany differencesbetweenthe
two. Inadditionto eval uating these ongoing efforts,
wewill continueto review various other aspects of
the bureau’ seffortsto addressthe challenge of
increasing the accuracy of the 2000 decennial.

Successfully Implement
a Department-Wide
Financial Management System

The Department has had an extremely difficult time
developing and implementing asingle, integrated
financia system. For morethan 10 years,
Commerce' slack of such asystem hasbeen
reported asamateria internal control weaknessin
the Secretary’ sannual reportsto the President under
the Federal Managers Financial Integrity Act. It has
generally beenreported that:

“Many of the Department’ sfinancial
systemsare seriously outdated and
fragmented; they areunableto provide
timely, completeand reliablefinancial
information; they areinadequately
controlled; and they are costly and difficult
tomaintain. Thefinancial systems, taken as
awhole, arenot compliant with GAO
principlesand standards, nor with
requirements of the CFO Act, the Joint
Financia Management Improvement
Program (JFMIP), or OMB.”

To correct thisweakness, Commerce began
planning for the acquisition and development of a
Department-widefinancial systemin 1992 and
awarded a contract for system development in 1994.
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IG’'s Message for the Congress

However, notwithstanding largeinvestmentsof time
and resources, implementation of the system, known
asthe Commerce Administrative Management
System (CAMYS), progressed slowly.

Toimprovethereliability of the system devel op-
ment effort, in FY 1997 the Department added
contractor support to augment thework of the
original primecontractor. Assisted by aprivate
consulting firm, the Department a so conducted a
review of CAM Sto address concerns about costs
incurred and schedule delays. In FY 1998, based on
theresultsof thereview, the Department redefined
thecomposition and functionality of CAMSand
drastically revised the CAM Simplementation
strategy. The Department also reorganized its
systemsdevel opment project management structure.

Therevised strategy called for pilot implementation
and testing of the redefined CAMS (core CAMYS) at
the Census Bureau beforeimplementing the system
at other bureaus. The pilot implementation of core
CAMS at Censuswas completed in June 1998. A
consulting firm under contract with the Department
to perform verification and validation of the system
at Census concluded that it met departmental
requirements and was as good as or better than
other corefinancial management systemsthat have
beenimplemented at other largefederal agencies.

The Department’ s current strategy isto replace non-
compliant systemswith onesthat are compliant, and
develop aDepartment-widefinancia database
(commonly referred to asthe Corporate Database)
that will integratefinancial datafromall reporting
entitiesand producethe consolidated financial
statements, as required by OMB. During FY 1999,
the Department began devel oping the database and
compl eted the devel opment of functional
requirements, basi c programming, and draft user
instructions. The Department expectsthat the
database, when implemented, will comply with
OMB’ srequirements.

Despitethe seriousdifficultiesthat were encountered
with theimplementation of CAMS, we believethat
FY 1999 marked aturning point for the Department
initseffortstoimproveitsfinancial management
systemsand resol ve thismajor management
challenge. Most notably:

o The Bureau of the Census continued full
production of core CAMS; deployed access
toregional and decennial censussites;
implemented additional modulesfor travel,
budget, andinventory functions; and
deployed adatawarehouse, making access
tofinancial information easier and more
timely for program managers.

o After determining that the Department of
thelnterior’ sNational Business Center
could not providefinancial servicesat a
lower cost and risk than could be achieved
through theimplementation of CAMS,
NOAA continued withits CAMSimple-
mentation efforts. Despitefunding shortfalls
for CAMS, NOAA hasrestructured its
implementation scheduleso that alineoffice
will befully operational in October 2001,
with full implementation expected in 2003.

o ITA enteredintoacross-servicing
agreement with Interior’ sNational Business
Center for full-scope accounting services
that took effect in August 1999. The
center’ saccounting systemiscompliant
with OMB and JFMIP requirements. ITA’S
prior accounting system wasnot compliant
with theserequirementsand contributed to
thebureau’ sinability to produceauditable
financial statementsin 1998.

EDA beganusing CAMSasthe officia
accounting systemfor itsfinancial assistance
programs on October 1, 1999.
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o The Office of the Secretary, whichis
serviced by NIST, will implement CAMS
early in FY 2001. After successful operation
of the system there during thefirst half of
FY 2001, NIST plansto implement CAMS
at itsremaining client sitesby October 1,
2001. NIST plansto complete system
implementation by the end of FY 2003.

Futureimprovementswill require both significant
resourcesand the commitment and continued
attention of senior management. By FY 2004, the
Department plansto haveall 14 of itsreporting
entitiesoperating under compliant financial
management systemsintegrated with the Corporate
Database.

Given thelarge amounts of time and money that
havealready beeninvestedin CAM Simple-
mentation, thecritical needfor areliablefinancial
management system, and the remaining obstaclesto
beovercomeinimplementing the system, webelieve
that itisimportant to closely monitor and review
selected aspects of the Department’ sprogressin
implementing core CAM Sinitsreporting entities.
For example, during thissemiannual period, we
conducted areview of theapplication change
controlsin place at the CAM S Support Center, and
determined that improvementswere necessary (see
page77). Department officialsgenerally agreed with
our assessment, and wewill continueto coordinate
withthemtoresolvetheseissues. Additionally, in
the coming fiscal year, we planto review CAMS
management and theissues associated with the
system’ sfull deployment.

Until the Department isin compliancewith the
federal requirement for asingle, integrated financial
system, wewill view the Department’ s effortsto
develop such asystem asamajor challenge
warranting the close attention of senior officialsand
continued oversight by our office.

Commerce OIG Semiannual Report
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Strengthen Department-wide
Information Security

Protecting the Department’ scomputer systemsfrom
cyber-attack isasignificant challengetoday and will
continueto be soin the future. The number of
cyber-attacks on our nation’scomputer systemshas
grown dramatically over thelast few yearsandis
projected to grow at an even faster ratein the
future. The sophistication of such attacksalso
continuesto increase, posing aseverethreat to
computer system security. Research has shown that
cyber-attacks are carried out not just by hackers, but
by foreign governmentsand organized criminal and
terrorist groupswith harmful intent.

A largenumber of interconnected, widely distributed
computer systemssupport vital Commerce
operationsand provide essential servicestothe
public. Asthe Department’ s systems have become
morewidely distributed and interconnected, security
vulnerabilitieshaveal soincreased, creatinganeedto
improve procedural and technical security measures.
Strong computer security measuresarevital to
protect the secrecy and privacy of information, the
integrity of computer systemsand their networks,
and theavailability of servicesto users.

In August we completed areview of the
Department’ sinitial implementation of Presidential
Decision Directive 63, which was created in part to
addressthe growing cyber-threat (see page 75). This
directiveestablishesanational programto assurethe
security of cyber-based systems essential tothe
operationsof theU.S. economy and government.
Thereview wasthefirst of aplanned two-phase
assessment of cyber-related critical infrastructure
protection performed under the auspi cesof the
President’ sCouncil on Integrity and Efficiency.

Thefirst phase covered the Department’ scritical

infrastructure protection plan, theprioritizedlist of
computer systemsidentified ascritical tothe
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Department, and system security vulnerability
assessments. The second phasewill evaluatethe
Department’ splansand strategiesfor mitigating
system security vulnerabilities, respondingtoa
coordinated cyber-attack, obtaining any additional
resourcesneeded toimplement vul nerability
mitigation plans, and recruiting, retaining, and
educating information security personnel.

Inaddition, wearecurrently evaluating the
Department’ sinformation technol ogy security
program policy and management. Includedinthe
evaluation are sel ected operating units’ program-,
issue-, and system-level policy and management.
Wewill report on the results of thisreview in our
next semiannual report. Weare also evaluating the
security of the Department’ s preparation and release
of the Principal Economic Indicators.

Thereliability of computerized dataand of the
systemsthat process, maintain, and report financial
dataisalso amajor concern. Therefore, as part of
the Department’ s FY 2000 financial statements
audits, we contracted for and are continuing to
oversee security reviewsof each of Commerce's
financial management systemsand their rel ated
networks. Thesereviewsinclude“intrusion
detection analysis’—also called “ penetration
testing” —of selected bureausand useasaguide
GAQO'sFederal Information System Controls Audit
Manual.

The GAO manual providesguidance on control
objectivesthat auditorsshould consider when
assessing and eval uating thereliability of computer-
generated datathat supportsfinancial statements.
Thisassessment includesareview of the physical
security and logical accesscontrolsdesignedto
prevent or detect unauthorized accessor intrusion
into systemsand networks. Strong systems security
controlsareconsidered essential for protecting the
integrity and confidentiality of sensitivefilesand
data. Wewill report on the findings of these systems
security reviewsduring the next semiannual period.

Successfully Implement
USPTO'’s Transition to a
Performance-Based Organization

The American Inventors Protection Act of 1999
(P.L.106-113), which wassigned into law on
November 29, 1999, established the U.S. Patent and
Trademark Officeasaperformance-based
organization (PBO), which providesit with greater
flexibility and independence so that it can berun
more like abusiness. AsaPBO, USPTO has
increased authority and responsibility for decisions
regarding the management and administration of its
operations, and it exercisesmoreindependent
control of itsbudget all ocationsand expenditures,
personnel decisionsand processes, and procurement
operations. USPTO' stransitionto aPBO officially
began on March 29, 2000.

Despitethe act’ s potential benefits, thetransitionisa
formidableundertaking. USPTO must formulatethe
necessary personnel, procurement, and adminis-
trative policiesand devel op aperformance-based
processwith standardsfor eval uating cost-
effectiveness, whilemeetingitsperformancegoals
under GPRA. USPTO management viewsthe
passage of the act and the transition to aPBO as
critical inaddressing two primary challenges, both of
which have been the subject of OIG reviewsin
recent years.

First, USPTO has experienced amassiveincreasein
patent and trademark filingsand appeals, leading to
thehiring of hundredsof new examinersand
administrativejudges. In FY 1999, USPTO received
more than 272,000 patent applications and 297,000
trademark applications, representing 13-percent and
27-percent increases, respectively, over FY 1998,
and continuing atrend of double-digit percentage
increasesin recent years. To addressthisincreased
demand on its human resources, USPTO hired more
than 1,500 patent examiners and 200 trademark
examinersduring FY 1998 and 1999.
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In prior audits of the Office of Patent Publications
(see September 1999 issue, page 58) and the Board
of Patent Appealsand Interferences (see September
1998 issue, page 64), we reported on some of the
issuesfacing USPTOin connectionwith the hiring
and training of these examinersand additional
administrativejudgesto hear examination appeals.
USPTO' snew statuswill allow it greater flexibility
to design performanceand retention programswith
incentivesfor these highly skilled employees, who
areoften recruited by private sector companies, law
firms, and search firms. Accordingto USPTO
management, the PBO transition will enableit to
more efficiently manageitsresourcesand makethe
rapid decisionsneeded to processtheincreased
number of patent and trademark filingsand appeals
inatimely manner, whilemaintaining high quality.

Second, asthey movethrough thistransition,
USPTO managers, along with the General Services
Administration, will also havetheformidable
challenge of overseeing oneof thelargest real estate
venturesthat thefederal government will undertake
in this decade—the construction of USPTO’ snew
2.4million-square-foot, five-building office complex
inAlexandria, Virginia. When completed in 2004,
the new complex will provide spacefor USPTO
employeesand operationscurrently scattered among
approximately 18 buildingsinnearby Crystal City.

Now that GSA has awarded the devel opment
contract, USPTO'’ schallengeisto aggressively hold
thelineon project costs, including remaining within
thelegidatively mandated cap on the cost of com-
pleting the build-out of the building’ sinterior once
the structureisin place. After construction startsin
early calendar year 2001, wewill conduct follow-up
work in order to stay abreast of USPTO’ s project
management and the cost control measuresit plans
toputin placefor thebuilding structure, interior
build-out, and new furniture.

USPTO faced enormous challengesin trying to
deliver essential information technology capabilities
before the enactment of the PBO legidlation. With

Commerce OIG Semiannual Report
September 2000

itsincreased focuson operational efficiency and new
provisionsrequiring informationtechnol ogy solu-
tions, the act will intensify the demandsplaced on
automated systems and further strain USPTO’s
ability todeliver systems.

For example, under the new law, patent applications
that have beenfiled abroad must be published within
18 months of their U.S. filing date, and USPTO has
decided to publish theapplicationsin el ectronic
form. Implementation of thisand other provisionsof
thelaw will require new and enhanced systems. We
arecurrently completing an evaluation of theimple-
mentation of USPTO’ s new search systems. Aswe
will report during the next semiannual period,
USPTO' sexperience with these systems offers
important lessonsfor improving systemsacquisition
and development inthefuture.

Address the Issues Related
to NTIS’s Mission and
Financial Viability

In recent years, questions have been raised by
varioussourcesabout NTIS sfuture—namely:

o What should the agency’ sroleand
mission bein the 21% century?

o Canit support itself ascurrently authorized
and, if not, what should be done?

In our September 1999 issue (see page 7), we
discussed our concern that di sappoi nting operating
resultscontinuedto call into question NT1S sability
to be self-sustaining. In FY 1999, total revenue
dropped by $3.4 millionto $33.3million, and only
by taking aggressive cost-cutting actions, such as
transferring some of its staff to other Commerce
agencies, wasNTIS ableto avert aloss and report a
surplus of $652,000 at the end of the year. NTISis
projecting asurplus of over $2 million for FY 2000,
whichagency official sattribute primarily to reduced
spending on key informationtechnol ogy.
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Whiledrastic cost-cutting measures may resolve
NTIS sproblemsin the short-run, they cannot help
the agency solveitsmajor problem—asteady
declineinthesalesof itsproductsand services
caused by fundamental changesin the marketplace.

To addressthese NTIS-related issues, the
Department formed aworking group made up of
senior managers from the Department and the
Technology Administration. Based onthegroup’s
efforts, the Department developed alegislative
proposal that would providefor closing NTISby the
end of FY 2000 and transferring its collection of
scientific, technical, business, and engineering
publicationsto the Library of Congressto ensure
permanent public accessto such documents.

Dueto congressional concerns, theclosurewas
delayed pending the outcome of bothaGA O review
of NTIS sfunctionsand acomprehensive study by
theU.S. National Commissionon Librariesand
Information Scienceof overall U.S. government
publicinformation dissemination. Theresultsof the
GAOQ review are scheduled to be provided to the
Congress by mid-February 2001, and the results of
the Commission’ sreview are scheduled to be
released on December 15, 2000. The Commission
hasalready issued one position paper and held
public hearingsonthematter. Thecontinuing
challengefor the Department isto work closely with
the Congressand other stakeholdersto reach
agreement on the future of NTIS.

Enhance Export Controls for
Dual-Use Commodities

The United States controlsthe export of certain
goodsand technol ogiesfor national security and
foreign policy (including nonproliferation) purposes.
Within Commerce, the Bureau of Export
Administrationissues|icensesauthorizing theexport
of certain dual-usecommodities—goodsand
technol ogiesthat haveboth civilian and military
uses. Dual-use controlsare asubj ect of continuing

controversy, generating awiderange of opinionson
how well the government’ sexport control policies
and practices balance the need to protect U.S.
national security and foreign policy interestswiththe
desirenot to unduly hamper U.S. trade opportunities
and competitiveness. Striking thisbal ance can posea
significant challenge.

To strengthen the U.S. government’ sexport
licensing and enforcement process, new
comprehensivelegidativeauthority isneeded to
replacethe Export Administration Act of 1979 and
implement effective export control policies. Theact
was passed during the Cold War primarily to help
block theexport of critical goodsand technologiesto
the Communist bloc countriesfor national security
reasons. In the post-Cold War era, there are new
threatsto U.S. national security and foreign policy
goalsposed by rogue countriesandterrorist groups
who seek to acquireweapons of massdestruction
and weapon delivery systems.

A comprehensiverevision of theact isalso needed
to strengthen BX A’ sregulatory authority and
penalties, which have been weakened under interim
export control regulations, and to demonstrate that
the United Statesisfirmly committed to maintaining
strong export controlsasit encouragesother
countriesto do the same.

Giventheimportance of export licensing controlsto
national security, wehave devoted considerable
attention to thechallengesfacing BXA inissuing
licensesauthorizing theexport of certain goodsand
technol ogiesthat haveboth civilian and military
uses. In 1993 we participated in aspecial inter-
agency review of export licensing processesfor
munitionsand dual -use commodities (see September
1993 issue, page 15). The 1993 report highlighted
the need for moretransparency inthedual-use
export licensing process. Inresponseto thisneed, in
1995 the President issued Executive Order 12981,
which expanded the authority of the Defenseand
State Departmentsand other involved federal
agenciestoreview al export license applications.
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In October 1998, in response to arequest from the
Senate Governmental AffairsCommittee, the Ol Gs
of the Departments of Commerce, Defense, Energy,
State, and the Treasury, and the Central Intelligence
Agency, undertook afollow-upreview to evaluate
the status of actionstaken to implement the
recommendationsfrom the 1993 review. Wealso
evaluated the effectiveness of the Department’s
current policies, procedures, and practicesfor
licensing dual-use goodsand technol ogies. In our
report, issued in June 1999, we stated our conclu-
sion that the multi-agency licensing processfor U.S.
dual-use exportsisbalanced and appropriately
considersdivergent policy viewsandinformationin
deciding on export licenseapplications(see
September 1999 issue, page 17).

Whileour report described significant areasof
improvement in export controlssince our 1993
work, it alsoidentified someweaknessesinthe
licensing processthat still need to be addressed.
Specifically, wefound that (1) moretransparency is
needed inthecommodity classificationand license
appeal sprocesses, (2) theintelligencecommunity
doesnot review all dual-useexport license
applicationsor alwaysconduct acomprehensive
analysisof applicationsit doesreview, (3) license
applications need to be screened against akey
database maintained by the U.S. Customs Service,
(4) BXA needstoimproveitsmonitoring of license
conditionswith reporting requirements, and (5) BXA
needs anew automated system to process export
license applicationsefficiently and effectively.

In October 1999, the National Defense Authoriza-
tion Act for FY 2000 directed the same six OIGsto
report to the Congress by March 30, 2000, on the
adequacy of current export controlsand counter-
intelligence measuresto prevent the acquisition of
sensitive U.S. technology and technical information
by countries and entities of concern. The act also
requiresasimilar report to be provided annually until
the year 2007.

Commerce OIG Semiannual Report
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To meet thefirst year reporting requirement, each
OIG revieweditsagency’ sexport controlsand
counterintelligencemeasuresand reported onthe
results. Twointeragency reportshighlighting cross-
cuttingissueswereal so prepared. Our report
focused on three activitiesthat the Commerce
Department, principally through BXA, carriesout or
participatesin to help prevent theillicit transfer of
sensitiveU.S. technology: deemed export controls,
theVisaApplication Review Program, and the
Committeeon Foreign Investment inthe United
States (see March 2000 issue, page 21).

To comply with the second year requirement of the
act, the current interagency OIG review isfocused
on the Commerce Control List and the U.S. Muni-
tions List (maintained by the State Department). In
Commerce, we plan to assess BXA'’spoliciesand
proceduresfor devel oping, maintaining, and revising
the dual-use Commercelist in order to adequately
protect against the export of militarily sensitive
technologies and commodities. In particular, wewill
evaluate the processfor determining whether an
item goes on the Commerce Control List or the U.S.
MunitionsList, aswell asthe policiesand proce-
duresfor considering amendmentsand revisionsto
the Commercelist. In addition, wewill determine
whether thereis till aneed for greater transparency
in Commerce' scommodity classification process, as
noted in our June 1999 report. Finally, wewill
determine whether thereisaneed for transparency
in State’' scommaodity jurisdiction process.

However, the challenge continuesfor BXA, aswell
asthe Administration and the Congress, to passa
comprehensiverevision of the Export Administration
Act andto focusthefederal government’ slicensing
and enforcement efforts on targeting those exports
that present the greatest proliferation and national
security risksand on streamlining or eliminating
controlsthat unnecessarily hamper trade. Through
our export control reports, we hopeto play auseful
rolein congressional and public debateson the
reauthorization of the Export Administration Act and
therevamping of the nation’ s export controls. We
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will continueto monitor BXA’seffortsto improve
dual-use export controlsthrough the annual reports
required under the Defense Authorization Act.

Increase the Effectiveness
of Fishery Management

Ensuring healthy stocksof fish and other marine
animalsinthe coastal waters beyond each state’s
jurisdictionisafederal responsibility carried out
principally by NOAA’sNational MarineFisheries
Service(NMFS) and eight regional fishery
management councilsunder the Magnuson-Stevens
Fishery Conservation and Management Act of 1976,
asamended. Among other things, NMFS and the
councilstrack the condition of fish and other marine
species, determinethelevelsof catch that will
providethe greatest benefit to the nation, and
measurethe economicimpactsof fishery regulations
and policies. Measuresto manage vari ous species
aregenerally devel oped by the councils, subject to
review by NMFS and approval by the Secretary of
Commerce. These measuresare often controversial
because they impose fish quotasthat affect both the
survival of aspeciesand the economic health of the
fishingindustry and many coastal communities.

A recent GAO report concluded that NM FS appears
tobeusingthebest availablescientificinformation
to determinethe condition of fish and other marine
species, that it appropriately considersthe economic
impactsof conservation and management measures
onfishing communities, andthat it hastechnically
met the requirements of the Magnuson-Stevens Act
by identifying essential fish habitatsand developinga
consultative processfor addressing potential adverse
impactsto those habitats. However, GAO concluded
that improvementswere neededin al threeareas
and maderecommendationsto strengthen NMFS' s
datacollection efforts, improve communications
between thegovernment and thefishingindustry,
improveeconomic analysis, andidentify the costs of
achieving compliancewith theact’ sfish habitat
provisions.

Weare currently focusing our attentionon NMFS's
leadership roleinthe Northwest Salmon Recovery
Effort—acombined response by variousfederal
agencies, stategovernments, tribal governments, and
other organizationsto restore salmon runsinthe
ColumbiaRiver Basin that have been listed for
protection under the Endangered SpeciesAct of
1973. The primary objective of our review isto
assesshow well NMFShasfulfilleditsleadership
responsibility under the act and how effectively it
has communicated and coll aborated with the other

participants.

Continue to Improve the
Department’s Strategic Planning
and Performance Measurementin
Accordance with GPRA

Despitetheinherent difficultiesencounteredin
determining how to best plan and measureits
performancein accordancewith GPRA, the
Department has continued to make progressin
meeting thischallenge. The Department submitted
itsthird Annual Performance Plan, for FY 2001, in
February 2000 and itsfirst Annual Program
Performance Report, for FY 1999, in March 2000.
The submission of the Department’ sfirst Annual
Program Performance Report brought to aclosethe
first full cycle of GPRA activity that began in 1996.
Also, the Department submitted itsinitial Account-
ability Report, whichreportsboth financial and
performance results, for FY 1999, on March 1,
2000.

Whilethe Congress, GAO, andthe OIG all agreed
that the Department’ sFY 2000 Annual Performance
Plan was significantly better than its FY 1999 plan,
it was al so recognized that there wasroom for
additional improvement. Of particular concernwas
the need for the Department to ensure that the data
to beused in measuring performanceisaccurate,
complete, and reliable. The FY 2001 plan and

FY 1999 performance report reflect the
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Department’ scontinued effortstoimprovestrategic
planning. Additional improvementscould bemade
to ensure that reported datais credible, modify the
systemfor scoring and communicating performance
results, and morefully discussperformancetargets
not met and effortsto improve performance. While
the Department has been responsiveto past
criticisms of the documentsit has produced to meet
GPRA requirements, continued management
attentionisessential.

Wehaveregularly provided advice and assistanceto
the Department on the implementation of GPRA, as
well ason thelinkage between the act’ srequired
performancereporting and thefinancial reporting
contained intheannual financial statements. We
have made presentationsto departmental officialson
theimportance of ensuring that theinformation
related to performanceresults can berelied upon,
and haveprovidedinformal commentsonvarious
GPRA-related documents. Weworked with the
Department initseffortsto devel op an Account-
ability Report that contains a statement of net cost
that accurately reflectsthe Department’ sactivities,
and amanagement discussion and analysisthat
reportsitsmost significant performanceresults. In
response to aMay 2000 request, we provided our
analysis of the Department’ sFY 1999 GPRA
Annual Performance Report and related
performance plansto the Chairman of the Senate
Committeeon Governmental Affairs.

A substantial challengefor the Department isto
ensurethat itssecond strategic plan provides
appropriatefocusand directionfor itsfutureactions.
TheDepartment’ sinitial strategic plandrew criticism
from both the Congressand GAO. Also, the
Department needsto address concernsraised about
itsinitial annual performancereport.

Wewill continueto monitor the Department’ s
effortstoimplement GPRA, provideadvisory
commentson GPRA -related documents, and, where
resourcespermit, performtargeted reviewsof
GPRA-relatedissues. Werecently completed audits

Commerce OIG Semiannual Report
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of performance measurement and reporting at BXA
andNTIA, offering recommendationsfor improving
thereporting of performanceinformationand for
strengtheninginternal controls(seepages21 and
58). Weal so have ongoing an audit designed to,
among other things, identify the best practicesfor
verifying and validating performance measuresat
business centers operated by EDA, ITA, MBDA,
and NIST. Several other reviews, whilenot
necessarily directed at GPRA implementation, have
identified issuesrelated to theidentification of
performance measures and thereporting of per-
formanceinformation (see, for example, pages 26
and 61).

Strengthen Financial Management
Controls in Order to Maintain a
“Clean” Opinion on the
Department’s Consolidated
Financial Statements

The Chief Financial Officers Act of 1990, the
Government Performance and Results Act of 1993,
the Government Management Reform Act of 1994,
andtheFederal Financial Management I mprovement
Act of 1996 were designed toimprovethefinancial
management practicesof federal agencies. The
statutesrequireaudited financial statementsthat
present an entity’ sfinancial position and results of
operations, aswell asother informati on needed by
the Congress, agency executives, and the publicto
assessmanagement’ sperformance.

Despite many obstacles—including theabsenceof a
single, integrated financial management system—the
Department received itsfirst-ever unqualified (clean)
opiniononitsFY 1999 consolidated financial state-
ments. Thiswas anoteworthy achievement, largely
attributableto the | eadership and commitment that
the Secretary, the Deputy Secretary, and the Chief
Financia Officer demonstratedinworkingwith
bureau managersand our office.
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Although substantial improvementshave been made
infinancial management, further improvementsare
essential inorder for the Department and its
reporting entitiesto correct the material weaknesses
and other deficienciesidentifiedinthe FY 1999
auditsand to maintaintheir clean opinionsinfuture
years. (Material weaknessesare seriousflawsinthe
design or operation of aninternal control component
that increasetherisk that errors, fraud, or non-
compliancein material amounts may occur and not
bereadily detected.)

The FY 1999 auditsidentified 7 material
weaknesses, 12 reportabl e conditions, and several
instances of noncompliancewithlawsand regula-
tionsthat need to beresolved at the reporting entity
level. Though these numbersrepresent asignificant
decreasefrom previousyears, these matters til|
represent obstacles that the Department must
overcometo avoidjeopardizing the clean opinions.
The Department recognizesthat ongoing effortsare
needed to create afinancial management
environment that providestimely, accuratefinancial
and performanceinformation and complieswith
federal lawsand regulations. InitsFY 1999
Accountability Report, the Department describesits
threemajor financial management initiatives:

o Improving financial accountability by
strengtheningtheintegrity of financial
operationsand providing guidanceto
reporting entities.

o Improving financial management
systems through the CAM Sdevel opment
project.

o Developing human resourcesby

establishing financial leadership positionsat
all bureausand devel oping aprofessional
education program.

We are pleased with the Department’ s continued
focuson strengthening financial management con-
trols. However, maintaining clean audit opinionson
the Department’ sconsolidated financial statements,
aswell asall reporting entity statements, isamajor
challenge.

Successfully Implement
Acquisition Reform Initiatives

The Department of Commerce and other federal
agenciesareincreasingly relying on contractorsto
providethegoodsand servicesessential totheir
operations. The Department spends morethan

$1 billion each year, about one-quarter of itsannual
appropriations, through large contractsand
simplifiedacquisitions.

TheFederal Acquisition Streamlining Act of 1994
substantially revised federal procurement law. The
act encouraged the use of commercial items;
performance-based service contracting; and past
performanceasamajor evaluation criterionfor
award. Italsoreduced paperwork, permanently
raised thethreshold for simplified acquisition
procedures from $25,000 to $100,000, and
promoted el ectronic commerce.

The Federal Acquisition Reform Act of 1996
provided for governmentwide acquisitionreform,
includingtherepeal of the BrooksAct (covering
automated data processi ng procurements), shortened
thetimeallowed for GAO toissuebid protest
decisions, revised the Procurement I ntegrity Act,
andfostered theprofessionalism of acquisition
personnel. Thelnformation Technology Manage-
ment Reform Act of 1996 provided new guidance
ontheprocurement of information technology
resources. Thesetwo lawswere combined and
renamed the Clinger-Cohen Act of 1996.
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Although these new lawsaimto promote greater
efficiency and procurement uniformity among
government agencies, GA O recently reported some
concernsabout theimplementation of acquisition
reform. Specifically, GAQO reported problemsinthe
useof government-wide agency contracts
(GWACs), finding that agencieshaveoften
employed varioustacticsto avoid holding required
vendor competitions, essentially making sole-source
awards. Inaddition, agencieshaveexhibited a
tendency to make awardsto large businesses,
thereby reducing the number of awardsto small and
disadvantaged businesses.

In an ongoing study, the Office of Federal
Procurement Policy hasal so identified weaknesses
inprocurement rulesthat have enabled some
agenciesto avoid competition, particularly intheuse
of GWA Csand other multiple award contracts. That
office has serious concernsabout service contract-
ing, particularly many agencies' lack of focuson
results. Likewise, wehaveidentified specific
problems at Commerce concerning improper use of
task order contracts, inadequate documentation of
market surveys, insufficient planning for contract
administration and monitoring, and inadequate
administration of thepurchasecard program.

The Department has actively participated in the
implementation of acquisition reform. Commerce
devel oped astreamlined acquisition processknown
as CONOPS, which hasreduced procurement lead
times. Inaddition, performance-based service
contracting hasbeen usedin acquisitionsfor the
2000 Decennial Census, and we recently completed
areview of onesuch contract for telephone
guestionnaire assistance (see page 34). The purchase
card program was piloted by the Department of
Commercein 1986, and the Department continues
to beamajor participant in the program. More
recently, the Department awarded the Commerce
Information Technol ogy Sol utionscontract (known
asCOMMITY), theonly GWAC for information
technology servicesset asidefor small,
disadvantaged, and women-owned businesses.

Commerce OIG Semiannual Report
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Thepurpose of acquisitionreformandits
streamlininginitiativesistoreducethetimeand
money spent in acquiring needed goodsand services
by relying on the competitive marketplace. At the
sametime, the added focus on past performance
and performance-based servicecontracting requires
anew approachto monitoring contractor
performanceby relying on performance-based
measurement tool s, such as earned value and risk
management. It also requiresacquisitionteams
(including the contracting of ficer and the contracting
officer’ stechnical representative) to develop
specialized skillsasbusinessmanagers. Giventhe
general concernsexpressed by GAO and the Office
of Federal Procurement Policy, and the specific
concernsvoiced by our office, we believethat the
implementation of acquisitionstreamlininginitiatives
within the Department of Commerce warrantsextra
scrutiny.

UPDATE ON FORMER
TOP 10 CHALLENGES

Giventhedynamics, diversity, and complexity of
Commerce programsand activities, wemaintainthe
top 101ist on an ongoing basis, and aschallengesare
met or greatly reduced in significance, weremove
them from thelist and replace them with other
challenges. It should be noted, however, that even
though achallengeisremoved fromthetop 10 ligt, it
may still warrant management attention. Weare
pleased to report that the three chall enges discussed
inthefollowing sectionshave been removed from
our top 10 list as of September 30, 2000.
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Implementation of AWIPS Marks
the Completion of NWS'’s
Modernization Program

With the successful implementation of the Advanced
Weather Interactive Processing System (AWIPS) in
August, the National Weather Service (NWS)
completeditsmodernization effort, resultingin
dramaticimprovementsin weather servicesand to
itsradar systems, surface observing systems,
information systems, and communication networks,
aswell asconsolidation of itsfield officestructure
withreductionsin staffing levels. Throughout this
$4.5 billion moderni zation program, NWS hasfaced
daunting technical and management challenges.
Consequently, we have performed continuing
oversight and reported on NWSmodernization
issueson an ongoing basisin our semiannual reports.
Progress on the other aspects of the modernization
allowed usto narrow our focusto successful
AWIPSimplementationin 1998.

AWIPS providesthe capability to acquiredatafrom
advanced observing systemsand to giveforecasters
toolsto rapidly analyze the data, integrateit with the
information provided by weather serviceguidance
centers, and preparetimely and accurate warnings

and forecastsfor disseminationto the public and the
media. NWS completed AWIPSwith thecommis-
sioning of the Anchorageriver forecast center on
August 17. Beginning in January of thisyear, 139
AWIPS systemswere commissioned at 121 weather
forecast offices, 13 river forecast centers, and 5
national centers. Asaresult of NWS sachieving this
milestone, we areremoving AWIPS asatop 10
management challenge.

The primary commissioning goalswereto confirm
that AWIPS provides each NWS sitewith the
functionality and support needed to conduct weather
and river forecasting operationsand to confirm that
AWIPS canreplace ol der and obsol ete operational
systems. AsAWIPSwas commissioned at each site,
it becametheofficial systemfor supporting office
operations. Additionally, older systems, includingthe
aging Automation of Field Operationsand Services,
ceased to be used operationally and could be
removed fromthefield.

Dueto protracted AWIPS devel opment, which
resulted in significant cost growth and depl oyment
delays, acongressional spending cap wasimposed.
NWS management concluded that the devel opment
and deployment of some of the planned capabilities,
including advanced meteorol ogical capabilities, could
not be completed within the spending cap. Thus, the
capabilitiesneeded to achieve office staff reduction
goalsand to replace the Next Generation Weather
Radar user workstationsare now under devel op-
ment. These capabilitiesare currently scheduled for
incremental deployment beginningin2001 and
endingin 2002.
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Private Sector Participation
in NOAA’s Marine and
Aeronautical Data Gathering
Has Increased

The Congress, the OI G, the General Accounting
Office, and others have long been concerned about
how NOAA can most efficiently and effectively
obtainitsmarine and aeronautical data. In recent
years, NOAA has made considerable progressin
expanding the private sector’ sparticipationin this
effort. Asaresult, this challenge has been removed
from our top 10 list as of September 30, 2000.
However, itisimportant that al interested parties,
including NOAA management, departmental offi-
cias, and our office, continue monitoring NOAA’s
actionsto ensure continued private sector participa-
tionin marine and aeronautical datagathering.

Whilerecognizing that NOAA has made progressin
expanding private sector participation in acquiring
hydrographic data, wewill, for example, continue to
monitor itsacquisition of four new fishery research
vessals. Weremain concerned that NOAA’ sdetailed
dataacquisition plan for itsfisheriesmission does
not specifically indicate how the data needed by the
variousfisheries programswould be collected if the
additional vesselsare not acquired. Rather, NOAA
hasfocused itsefforts on designing, owning, and
operating the new vesselspotentially at the expense
of thoroughly assessing or aggressively pursuing
other alternativesfor meeting itsfisheriesdata
collection needs. Funding for onevessel was
approved by the Congressin FY 2000; however,
NOAA'’splan does not address the possibility that
the bureau will not receivefollow-on funding for the
remaining vesselsin FY s2002-04. We believe that
the absence of such acontingency plan may put
NOAA'sfisheriesprogramsat risk.

NOAA’sAircraft Operations Center, whichis
responsiblefor gathering atmospheric, oceano-
graphic, and other datafor various of theagency’s

Commerce OIG Semiannual Report
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programs, operates afleet of 14 aircraft, composed
of 2 heavy craft, 1 mid-sizejet, 8 light fixed-wing
aircraft, and 3 helicopters. An OIG audit of
NOAA'slight aircraft fleet concluded that thefull in-
house cost of operating NOAA' slight fixed-wing
aircraft and helicopters averaged 42 percent more
than the cost of operating similar aircraft in the
private sector (see September 1998 issue, page 44).
Werecommended that NOAA privatizeitslight
aircraft operations.

NOAA did not agree with our position, believing that
itslight aircraft are cost competitive and that no
savingswould be achieved by using other sourcesto
meet its data collection needs. For morethan three
years, we have worked with NOAA officialsto
reach an agreement on an approach for addressing
our concerns. We are pleased to report that NOAA
has provided uswith itsaction plan, with whichwe
concur, for resolving the outstanding recommenda-
tions. The plan includes actions promoting greater
use of private sector contractors and the potential
disposal of costly and underutilized aircraft.
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Most Commerce Discretionary
Financial Assistance Programs
Are Administered on a
Competitive Basis

Inthelast several issuesof thisreport, weidentified
maximizing competition in Commerce bureaus
discretionary financia assistance programsasa
major challenge for the Department. We are pleased
to report that this challengeiscloseto being met asa
result of the Department’ sand the bureaus’ con-
structive actionsin responseto the findingsand
recommendationswe madein aseries of individual
reportson bureaus’ discretionary financial assistance
programs, and the Department’ s commitment to
issue acomprehensive grants and cooperative
agreements manual that will institutionalizethe
recommended improvements.

92% of Commerce discretionary financial
assistance funds were awarded under
competitive programs in FY 1997

. Competitive

Non-competitive

Discretionary financial assistance programsinvolvea
significant portion of the Department’ s budget and
operations. Seven Commerce operating units
administer 72 financial assistance programsthat
provide atotal of about $1 billion ayear to state and
local governments, educational ingtitutions, other
organizations, and individual s. Over the past two

years, we have conducted acomprehensivereview
of the criteria, procedures, and practices used to
make funding decisionsunder discretionary financial
assistance programs. Our review focused onthe

FY 1997 awards processes of 33 programswe
classified as“full discretion” programs, whichwe
defined asthose whose authorizing legidation places
no significant limitations on the Department’ sability
to independently determinethe recipients or funding
levels of the awards made under the programs.
These programs accounted for morethan 1,700
awardsand $801 millionin FY 1997 funding.

Our review found that most Commerce discretion-
ary financial assistance programsare competitively
administered and employ processesthat are designed
toresult in merit-based funding decisions. Weissued
reports on our audits of the 33 programs, aswell as
a“capping” report, which summarized the results of
theindividual audits; identified cross-cutting issues,
highlighted “ best practices’; identified weaknessesin
departmental policies, procedures, and practices; and
offered recommendationsfor improvement.

Because we believe that the Department’ s challenge
of maximizing competition isbeing met by its
planned improvements, we now intend to shift our
focus by increasing the number of our auditsand
evaluations of financial assistancerecipientsand
programs. These auditswill determinewhether costs
claimed by recipients are reasonabl e, allowable, and
allocable, and will measure program outcomesin
order to determinewhether the benefitsbeing
derived from these programs are commensurate with
the substantial funds being invested in them.
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RESOLUTION AND FOLLOW-UP

The Inspector General Act Amendments of 1988 require thisreport to present those auditsissued before the
beginning of the reporting period (April 1, 2000) for which no management decision had been made by the
end of the period (September 30, 2000). Thefollowing table presentsthe overall status.

Type of Report Unresolved
Performance 1
Financial Assistance 1

The performance audit dealswith our review of NOAA’sdiscretionary financial assistance awards made
under OAR’s Climate and Atmospheric Research Program. We havereviewed NOAA’ saudit action plan,
but do not concur with some of the proposed actions (see page 56).

Thefinancia assistance audit, which has been unresolved for more than ayear, involvesan EDA grant
award. Becauseregional EDA and OI G offices have been unabl e to reach agreement on the issuesrai sed by
thisaudit, we have requested that the matter be forwarded to headquartersfor resol ution (see page 25).

Department Administrative Order 213-5, “ Audit Resolution and Follow-up,” provides proceduresfor
management to request amodification to an approved audit action plan, or for afinancial assistance recipi-
ent to appeal an audit resol ution determination. Thefollowing table summarizes modification and appeal
activity during the reporting period.

Report Category Modifications Appeals

Actions Pending (April 1, 2000) 0 7

Submissions 0 5

Decisions 0 7

Actions Pending (September 30, 2000) 0 5
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Bureau of
Export Administration

Reporting of Performance Measures
Needs Improvement

Under the requirements of GPRA and the CFO Act, asamended by the
Government Management Reform Act of 1994, the Department, and its
operating units, such asBXA, report on their performance. The Depart-
ment’ sFY 1999 Annual Program Performance Report wasitsinitial effort
to report and comment on the performance of its components. The
Department’ sFY 2001 Annual Performance Plan, which setstargetsfor
performance, wasitsthird annual plan. BXA’ sperformance datawas
presented in both of these documents, aswell asin the Department’ s

FY 1999 Accountability Report and in the bureau’ sfinancial statements.

Asthe Department’ sprincipal adviser on export control policy issues,
BXA promotesU.S. national and economic security, public safety, and
foreign policy interestsby managing and enforcing the Department’ s
security-related trade and competitiveness program. BXA included 10
performance measuresin the Department’ sFY 1999 performance report
and FY 2001 performance plan, and 2 of these measureswere also
includedinthe FY 1999 Accountability Report (seetable bel ow).

The Bureau of Export
Administration is primarily
responsible for the administration
and enforcement of the nation’s
system for controlling exports of
sensitive dual-use goods and
technologies. Under the Export
Administration Act and regulations,
BXA'’s major functions include
formulating and implementing
export control policy; processing
export license applications; con-
ducting various policy, technical,
and economic analyses; promul-
gating regulations; conducting
industry outreach; and enforcing
the act and regulations.

Export Administration imple-
ments U.S. export control and
nonproliferation laws and policies
through export licensing, commod-
ity classifications, and advisory
opinions; technical, economic,
foreign availability, and policy
analyses; promulgation of regu-
lations; and industry outreach. It
also conducts various defense
industry base activities.

Export Enforcement participates
in reviews of export license appli-
cations and conducts criminal and
administrative investigations of the
export control portions of the
Export Administration Act and
regulations. It also administers and
enforces the antiboycott provisions
of the act and regulations.

FY 1999 FY 1999 FY 2001
Performance Measure Accountability | Performance | Performance
Report Report Plan
High-risk transactions deterred v v v
Progess_ing time for license v v v
applications
International cooperative exchanges v v
Investigations completed v v
End-use visits v v
License decisions v v
Export assistancg v v
conferences/seminars
Enforcement outreach visits
Investigations accepted
Strategic industry analyses
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To beuseful to the Congress, OMB, and the public, reported performance
datamust be credible. The OIG conducted an audit of BXA’seffortsto
ensurethat itsreported performance resultswere accurate, consistent, and
reliable. Our findingsare summarized asfollows:

o Reporting of performance data can be improved. Wefound
that performanceresultswere not alwaysreported consistently in
different documents. Among thereasonsfor thislack of
consistency wereinsufficient coordination between the offices
responsiblefor preparing thevariousdocuments, inadequate
review of documentsbefore publication, and theextraction of data
from automated systemsbefore al relevant datahad been
captured. Inaddition, when therewerevalid reasonsfor changing
performanceresultsbetween reports, such differencesand the
reasonsfor them were not disclosed.

[ Improvements in internal controls are needed. Wealso
found that supporting documentation for performanceresults
needed strengthening. During our testing of 5 of the 10 BXA
performance measures, wefound that supporting documentation
needed to be strengthened for 2 measures and that procedures
such asreconciliationswere needed to ensure the accuracy of
performance datafor a3rd measure.

Werecommended that BXA establish proceduresto ensurethat per-
formanceresultsarereported accurately and consistently and that any
differencesbetween reportsaredisclosed and explained. Wealso
recommended that BX A establish an effectiveinternal control structureto
ensurethat adequate documentationismaintai ned to support performance
resultsand that reconciliationsare performed between source documents
and various GPRA documents. BX A agreed with our findingsand
recommendations, noting that correctiveactionshad already been taken.
(Financial Statements Audits Division: FSD-12847)
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Change in Borrower Under Revolving
Loan Fund Leads to Grant Termination

INn 1995 EDA awarded agrant to two organizationsto establish arevolving
loan fund (RLF) to encourageiron ore processing related businessandjob
development in northeastern Minnesota. Theaward totaled $2.95 million,
with EDA providing $1.95 million and one of therecipientsproviding the
remaining $1 million. The grant required theinitial |oan to bemadeto a
steel company to fund part of a$40 million capital improvement project
for the production of animproved iron product. At thetimewe conducted
an audit of the grant, the recipient had not awarded theinitial loan, and no
grant funds had been disbursed by EDA.

Our audit reveal ed that the grantee had replaced theinitia borrower, which
impermissibly changed the scope of the grant. The proposed replacement
loan would havefinanced amuch smaller project that involved only
upgradesto equipment and |acked the sizable privateinvestment of the
original project. Inaddition, the project provided no demonstrabl e eco-
nomic impact, and would haverequired EDA to waivecertain basic RLF
requirementsand resolveor acquiescein several unacceptable contingen-
cies. Our specificfindingswereasfollows:

Private Investment. Theinitial loanwasto providefor an
economic expansionwith atotal cost of $40 million, whilethe
replacement loanwouldinvolveonly $4.5million. Althoughthe
replacement project isonly 11 percent of the size of the original
project, the RLFinvestment of $2.95 million would remainthe
same. Moreover, theinitial loan called for aprivate commitment
of $33 million, compared to only $765,000 for the replacement
loan.

Economic Impact. Theborrower involvedintheoriginal project
estimated that it would create 89 new jobs and retain 450 existing
jobsinthe area. The company slated to receive the replacement
loan made no formal declaration of any jobsto be created or
saved as aresult of the project.

Requirements and Contingencies. Certain EDA |oanrequire-
mentswould need to be waived before EDA could approvethe
loan, and the prospective borrower had contingenciesto be
resolved beforeEDA could maketheloan decision. Specifically,
the proposed |oan did not meet the requirement that RLF loans
leverage at |least $2 of private investment for every $1 of RLF
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The Economic Development
Administration was established
under the Public Works and
Economic Development Act of
1965, as amended, including the
comprehensive amendments by
the Economic Development
Administration Reform Act of 1998,
to generate new jobs, help protect
existing jobs, and stimulate
commercial and industrial growth
in economically distressed areas
of the United States. EDA does
this by providing grants to public
and private nonprofit organizations
in communities with problems that
are stifling economic growth;
planning grants to states, cities,
districts, and Indian reservations;
special economic adjustment
assistance to states and local
governments with recent, severe
problems or long-term economic
deterioration; technical assistance
to communities to build
organizational capacity and solve
specific economic development
problems; and research and
evaluation grants to increase
knowledge about effective
economic development tools.
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investment or the requirement that one job be created or saved for
every $10,000 of investment; alawsuit filed by the proposed
borrower against the RL F administrator created apotential conflict
of interest that could compromise administration of theloan; and
thelikely saleof the borrower company could increasetherisk
incurred under theloan.

Wediscussed thedeficienciesin theproposed |loan with EDA officials
during our audit, and recommended that EDA not approvethe replacement
loan. With our concurrence, EDA terminated thegrant, citing deficiencies
inthe proposed loan, including inadequate privateleveraging and failureto
provide sufficient protection for EDA grant funds. (Denver Regional
Office of Audits: DEN-13441)

Grants to California City
Were Properly Administered

EDA awarded two grantsto aCaliforniacity in connection with aredevel-
opment project to revitalize the city’ sdowntown harbor area. One element
of thewaterfront devel opment wasthe construction of an aquarium, along
with an associ ated parking garage and roadway accessimprovements. The
first EDA grant, awarded in March 1996, contributed $1.5 million to the
roadway improvements, which represented 57 percent of thetotal
estimated project costs of approximately $2.6 million. The second grant,
awarded in November 1996, contributed $6 million to the design and
construction of the parking garage, which represented 50 percent of the
estimated $12 millionin costs.

The OIG conducted audits of both awardsto determine whether project
costsclaimed werereasonabl e, award objectiveswere achieved, and man-
agement control sprovided assurancethat the awardswere administered
efficiently and effectively and resulted in acceptabl efinal products. Our
auditsreveal ed no significant deficiencies: in each case, thecity complied
with theaward termsand conditions, accomplished the specified scope of
work, accounted properly for project funds, and claimed the appropriate
federal shareof project costs. Accordingly, we made no recommendations.
(Seattle Regional Office of Audits: STL-12658-1 and STL-12658-2)
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Quality Control Review of
Nonfederal Audit Conducted

The OI G performed aquality control review of the 1997 organizationwide
audit of aMichigan county conducted by an independent public account-
ant. EDA awarded the county an economic adjustment grant to establish a
revolving loan fundfollowing military base closuresinthecounty. The
grant provided about $2.4 million, which equated to nearly 20 percent of
the county’ stotal 1997 revenues. The county also received atotal of
roughly $300,000 under variousgrantsfrom several other federal agencies.

Astheoversight agency for the county, we performed our review to deter-
minewhether the audit was conducted in accordance with government and
generally accepted auditing standards, and whether the audit report met the
requirements of OMB Circular A-133, Audits of States, Local Govern-
ments, and Non-Profit Organizations. Our review found that theauditor’s
working paperssupported the audit report and that the audit complied with
audit standards. (Denver Regional Office of Audits: DEN-12071)

Audit Reports Unresolved
for Over Six Months

Asof September 30, 2000, an OI G financial assistance audit report, DEN-
10586 (see March 1999 issue, page 28), had recommendations that had
remained unresolved for morethan oneyear. Theaudit found that a
nonprofit granteein Texashad disregarded procurement standardsin
awarding a$244,250 contract to aconsulting firm. The audit also
questioned $258,838 in salary costsand in-kind contributions because of
inadequate supporting documentation. Becauseregional EDA and OI1G
offices have been unableto reach agreement on theissuesraised by this
audit, we have regquested that the matter be forwarded to headquartersfor
resolution.
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The Economics and Statistics
Administration analyzes
economic developments, develops
policy options, and produces a
major share of U.S. government
economic and demographic
statistics. The Chief Economist
monitors and analyzes economic
developments and directs studies
that have a bearing on the
formulation of economic policy.
ESA has two principal agencies:
Bureau of the Census. Census is
the country’s preeminent statistical
collection and dissemination
agency. It publishes a wide variety
of statistical data about people and
the economy of the nation, con-
ducting approximately 200 annual
surveys, in addition to the decen-
nial census of the U.S. population
and the decennial census of
industry.

Bureau of Economic Analysis.
BEA'’s goal is to provide a clear
picture of the U.S. economy by
preparing, developing, and
interpreting the national income
and product accounts (sum-
marized by the gross domestic
product), as well as aggregate
measures of international,
regional, and state economic
activity.

A Better Strategy Is Needed for Managing
the Nation’s Master Address File

A vital component of the 2000 Decennia Censusisthe Master Address
File(MAF), which suppliesaddressesused to support such operationsas
mailing out questionnaires, enumerating nonresponding househol ds, and
controlling the collection and tabul ation of data. Thequality of theMAF
address data directly affects the accuracy, completeness, and cost of the
decennial. Inthe 1990 decennial, one-third of the people not counted were
missed because datafor their housing unitswas missing fromtheaddress
file. Moreover, the bureau spent an estimated $317 million during that
decennial on operationstoidentify 4.8 million nonexistent and 8.6 million
vacant housing unitsand to removetheformer from the addressfile.

To address questions rai sed about how well programsto createthe MAF
for the 2000 decennial wereworking and what its quality would be, the
bureau decided in 1997 to reengineer the MAF-building strategy. The OIG
conducted an evaluation to determineif stepstaken toimprovethe MAF
before the decennial worked as planned, assess stepstaken to identify and
correct MAF dataquality problemsasthe decennial progressed, determine
whether the software devel opment approach ensured high-quality data,
and evaluate whether the M AF dataquality standard providesameaningful
benchmark for decision-makers. Our eval uation focused on city-style
addresses, which make up more than 80 percent of the nation’ s addresses.

The MAF addressesrepresent the nation’ sestimated 112.5 million housing
units (as of July 1998) and, together with each address’ s geographic
location foundinthe Topologically Integrated Geographic Encoding and
Referencing (TIGER®) mapping system, providean essential tool for
collectingresidents' responsesand counting peoplewherethey arelocated.
Unlessfound to be nonexistent or duplicate, an address equatesto a
housing unit in the decennial. For the 2000 decennial, the bureau created
thedecennial MAF, which containsall M AF addressesthat meet decennia
eligibility requirements, such asbeing an addressthat linksto aunique
geographiclocationin TIGER®.

To build and maintainthe MAF, the bureau hasimplemented operations
designed to decrease undercoverage (missed housing units) and overcov-
erage (duplicate, nonexistent, or other erroneous addresses). Thebureau’ s
reengineered strategy for city-styleaddressesallowed |ocal governments
moretimeto review MAF address|istsand submit corrections. A key
component of the strategy was 100-percent block canvassing, inwhich
bureau employeescanvassall blocksinan assigned areato confirm
existing MAF addressesand add new ones.
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Our evaluation reached thefollowing conclusions:

Too little time was available to ensure high-quality address
data. Reengineering of the MAF had to be completed in thetwo
yearsbeforethe addresseswere needed for |abeling question-
naires; thisdid not leave enough timeto deal with difficultiesin
receiving addressesfromlocal governmentsintimeto verify them
by block canvassing. Wefound that incompl ete addresslistswere
usedin block canvassing, reducing itseffectivenessinimproving
addressquality. Moreover, the bureau did not have enoughtime
to resolve questions about the accuracy of over 5million
addresses, choosing toincludethem and an unknown number of
duplicate addressesin thedecennial until moreinformation
becameavailable.

Additional steps are needed to improve data quality. Although
the bureau hastaken stepsto improve address quality and has
potentialy identified 10.2 million nonexistent or duplicate
addresses as of June 2000, the policy for determining the
addressesto be used in several operations has not beenwell
defined, and at thetime of our fieldwork, the decision about
which addressestoincludeinthefinal decennial resultshad not
been made. Rather than being presented explicitly inthebureau’ s
decennial policy documents, addresseligibility rulesareimplicitin
software specifications, which are often not finalized until data
processingisimminent or underway.

Better software engineering standards could improve data
quality. MAF addresses must belinked to unique geographic
locationsto ensure that the bureau can count personsin their
correct locations and that users of the data can correctly redraw
legidativedistrict lines. Becausethe MAF and TIGER® were
devel oped separately and arenot integrated, maintaining
consistency between them is not easy. Because TIGER® can be
modified without ensuring such consi stency and somedecennial
addresses do not havelocationsin TIGER®, as of April 2000,
4.5 million decennial addressesdid not haveacurrent link to
TIGER® and risked being located inaccurately. The bureau needs
to take stepsto ensure that decennial addresses are geocoded
accurately. To help ensure overall dataquality, the bureau needs
tofollow rigorous software engineering standardsin the planned
modernization of the systemsthat support the M AF geocoding
process.
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o Success in meeting housing unit accuracy and completeness
goals should be reported. The bureau has set a housing unit
coverage performance standard, whichisto missnot morethan
2.5 percent of housing unitsand include not more than 1.5 percent
inerror, for anet undercoveragerate of 1 percent. The bureau has
not, however, clearly stated how it will report the standard and its
successin meeting the standard. Theannual performancereport
and program performance report mandated by GPRA are
appropriate mechanismsfor reporting on thisimportant data
quality standard, includingits separate under- and overcoverage
components.

For the 2000 decennial, we recommended that the bureau issuean eligi-
bility policy for the addressesto beincluded in thefinal decennial count,
ensurethat any further TIGER® changes made during the decennial are
verifiedwiththe M AF, and report eval uation resultsmeasuring housing
unit coverage, including both under- and overcoverage. Wemade
additional recommendationsfor future censusesand surveysdesigned to
improve the accuracy and completeness of the MAF and promote a
rigorousengineering approach to the modernization of theMAF and
TIGER®. Finally, werecommended that the bureau provide housing unit
coverage standardsand report on itsprogressin meeting themin future
GPRA reporting documents.

Thebureau concurred withvirtually all of our recommendationsand
indicated that actions had already been taken to implement some of them.
(Office of Systems Evaluation: OSE-12065)

Use of Inappropriate Procedures Results
in Re-enumerations in Southern Florida

On May 30, 2000, Representative Carrie Meek forwarded to the OIG an
anonymous complaint that decennial employeestrained at theHialeah,
Florida, local censusoffice had falsified dataand used inappropriate proce-
dureswhileworking at three censusofficesin southern Florida—Hial eah,
Homestead, and Broward South. To determine whether there was any
merit to the all egations, we examined non-responsefoll ow-up procedures,
questionnairescompl eted by Hialeah enumerators, and quality control
documentation for compl eted questionnaires.
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Our review revealed that some enumeratorstrained at the Hialeah office
had used improper proceduresfor collecting data. Our findingsrelated to
each of thethreelocal census officeswereasfollows:

o Homestead: Hialeah-trained enumerators did not follow
proper procedures. Wefoundthat enumeratorstransferredfrom
the Hialeah officeto assist Homestead were taking shortcutswith
some of the 7,200 questionnairesthey had been assigned. For
exampl e, they apparently were not making the required number of
unsuccessful visitsand tel ephone call sto ahousehol d before con-
tacting aneighbor for proxy information. Moreover, our review of
questionnaires completed by Hial eah enumeratorsrevea ed that,
contrary to bureau guidelines, theenumeratorsweresimply
entering names such as“ John Doe,” al ong with approximate ages
and birth dates, when the actual names and ages of residents could
not beprovided by neighbors.
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[ Broward South: Serious irregularities identified in work done
by Hialeah-trained crews. Wefound that numerousquestion-
nairescontaining errorsandirregul aritieswere submitted tothe
Broward South officefor processing without having been properly
reviewed by Hialeah crew leaders. For example, some question-
naireswere certified as complete and accurate by acrew leader
before an enumerator had even compl eted them. These problems
werefirstidentified by Broward South office staff who reviewed
the questionnairesfor accuracy and completenessbeforetrans-
mitting them to the bureau’ s data processing center.

[ Hialeah: Quality control was insufficient to ensure a reliable
enumeration. Wewere unableto review the 63,000 question-
naires completed at the Hia eah office because they had already
been transmitted to the data processing center. Instead, we
reviewed Hialeah' squality control documents, and concluded that
controlsdesigned to detect datafal sification had not been properly
implemented. For example, there-interview process—akey
quality control designed to detect datafal sification—did not
function asintended at Hialeah.

We made recommendations designed to ensure that the data collected at
thethreelocal censusofficeswasin compliancewith decennial quality
standards. Recogni zing the seriousness of the situation, bureau officials
took decisive action to ensure theintegrity of the data at these three
offices. Specifically, at Homestead, al of the nearly 1,400 questionnaires
for whichimproper procedures had been used were re-enumerated, and a
sampl e of questionnairesfor each enumerator was put through there-
interview processto check for datafalsification; at Broward South, all
3,200 questionnaires compl eted by Hialeah enumeratorswerere-
enumerated; and at Hialeah, the entire workload of approximately 63,000
housing unitswasre-enumerated. (Economics and Statistics Audits
Division: ESD-13215)

Problems Found in Decennial
Census Warehousing Operations

In preparation for the 2000 Decennial Census, the Census Bureau
established morethan 500 temporary field officesthroughout the United
States and Puerto Rico. To complete the decennial accurately and on
schedule, field officeshad to have sufficient quantitiesof variousprinted
forms, supplies, and other materials. Thebureau’ sNational Processing
Center stored approximately 1,500 different decennial formsand other
items, prepackaged theitemsinto 323 different types of kits, and shipped
thekitstothefield officesfor usein variousdecennial field operations.
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AnOIG audit of the center’ sdecennial warehousing operations concluded
that the bureau needed to addressthefollowing two problem areas:

Understocked Inventory Iltems

All 106 kits scheduled for shipment to thefield offices by November 1,
1999, were delayed because as many as 87 items needed for the kitswere
not in stock. Theitemswere understocked becausethekit specifications,
whichareprovided by thebureau’ sField Division, werefinalized toolate
for purchase ordersto be placed with vendorsfor shipment to the center
by the scheduled date. Bureau official s said that the kit specificationswere
finalized | ate because many bureau officesareinvolved inthe process, and
afailure by any one of them to provide specifications on time may delay
thedivision’ scommunication of specificationsto thecenter.

Late receipt of itemsfrom vendors created aburden for the center because
it then had to rush to assembl e and ship the kitswhen the understocked
itemseventually arrived. To quickly completethetask, the center some-
timeshad to pay employeesovertimeor hireadditional kit assemblers,
thereby increasing decennial costs. Thefield officeswerea so affected by
thisproblem because the center sometimes sent incompl etekits, then
shipped theremainingitemsin bulk later for thefield officesto complete
kit assembly. Moreover, aswe noted during thedressrehearsal, field
offices sometimesdid not have enough timeto complete assembly of the
kits, which prevented some enumeration teamsfrom starting operationson
time.

Werecommended that the bureau finalize al kit specificationsas soon as
possibleand aggressively pursue acquisition of all understockeditems. The
bureau agreed with our recommendation, but we are concerned that its
responsedid not adequately addressthefundamental question of why the
inventory was understocked. Although it wastoo lateto correct the
problem for the 2000 decennial, the bureau needsto devel op plansto
addresssimilar understocked inventory problemsfor the next decennial

and other rel ated operations.

Kit Specification Differences

For the 14 percent of the kitsthat had at |east partial specifications, we
noted differencesbetween the center’ sand the Field Division’ sspecifi-
cations, such aswhichitems, and how many of each, should beincluded
in certain kits. These differences existed because the center maintains
specificationsinitsautomated kit specification/schedul e system, whereas
thedivision’ sspecificationsaresimply listed in aseriesof memorandums.
Asspecificationsbecomeavailablefrom variousbureau offices, the

Commerce OIG Semiannual Report '
September 2000



Economics and Statistics Administration

division communicatesthem viamemorandumsto thecenter, which enters
theinformation into its system. Differences between the center’ sand the
division’ sspecifications can occur if the dataisentered incorrectly or if the
systemisnot updated to reflect the division’ srevisionsto an earlier
memorandum.

The center developed its automated system specifically to plan for and
managethe complex operationsof kit assembly and shipping—tasksthat
cannot be adequately managed by aseriesof memorandums. Clearly, only
one system should be maintained, and that should be the center’ smore
reliablekit specification system. The Field Division ought to beinputtingits
datadirectly into that system, sinceit has ultimate responsibility for the
correctness of thekits. If left uncorrected, thedifferencesin kit speci-
ficationscould have caused kitsto be assembl ed and shipped incorrectly,
thereby disrupting and delaying field operations.

Werecommended that the bureau reconcile the differences between the
Field Division’ skit specification listsand the center’ ssystem and, for
future censusoperations, havedivision staff enter updatesto specifications
directly into the center’ s system. The bureau agreed with our recommen-
dation. But we again had aconcern about itsresponse; namely, that it did
not indicatewhether the differencesin kit specifications had been resol ved.
In addition, we were disappointed that the bureau did not act to consoli-
date the two kit specification systemsinto one when we pointed out the
problem in both aNovember 1999 memorandum and ameeting later the
same month. (Denver Regional Office of Audits: DEN-11950)

Lessons Learned in Census Leasing Operations
Should Be Applied to Future Decennials

To handlethe datacollection and processing for the 2000 decennial, the
Census Bureau opened and operated anetwork of more than 1,000 offices
throughout the nation. Among thesewere 520 local census offices,
occupying atotal of morethan 3.9 million square feet of space, which
represented thelargest proportion of the space acquired by the bureau.
Eachlocal officehad to be outfitted with telecommuni cations, security and
officeequipment, furniture, and supplies. The spaceand therel ated equip-
ment and supplieswere acquired through apartnership with the General
ServicesAdministration (GSA).

The OI G conducted an eval uation to determinewhether the acquisition of
space, equipment, and supplieswascarried out properly, effectively, and
ontime. Our findings are summarized below. Weraised anumber of our
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concernsinaninterim memorandum early in our review (see September
1999 issue, page 32).

Partnership was successful, but an evaluation of leasing program is
needed. Despitedifficultiesinafew regions, thebureau and GSA worked
reasonably well together to complete this massive project. However, the
partnershipwasacomplex and occasionally cumbersomeeffort, creating
some strains between the two agencies. The bureau needsto assessthe
overall costs, benefits, and results of the effort soon after the decennial is
completed to hel p determinewhether asimilar partnership should beused
in 2010.

Lessons can be learned from the real estate operations. For example,
someleasesintheinitial phase of local office openingswere awarded
without adequate competition because the area of market search wastoo
narrowly drawn, thereby limiting the number of bidders. Asaresult, lease
offersfor those officeswere more expensive than anticipated, and the
bureau lost valuabletimein trying to find more affordable space. In the
second phase of |easing, the bureau made a concerted effort to broadenits
market search areasto ensure greater competition.

Better planning is needed for decennial leasing and office prepara-
tions. Because the bureau waslatein finalizing its programmatic plans, it
devel oped incompl eterequirements and sometimes made changesthat dis-
rupted operations. For example, planning for thetel ecommunicationssys-
tem wasnot adequately coordinated or focused on overall requirements,
and asaresult, significant changes had to be made to the requirements,
whichincreased costs and del ayed the opening of somelocal offices.

The bureau needs to expand its use of formal business case analyses.
The bureau used a systemati c approach—known asformal businesscase
analysis—toguideitsdecisionsfor theleasing and rel ated operations;
however, wefound that the anal yses were sometimesincomplete or the
optionsstudied werelimited. Neverthel ess, we believethat such analyses
have great potential asamanagement tool to improvethebureau’s
decison-making.

The interagency agreement for the space leasing partnership still
needed to be signed. Although the partnership generally worked well, we
found shortcomingsin thearrangement between the bureau and GSA.
First, the agreement for the second phase of theleasing operation wasstill
unsigned at the time of our review. Second, the agreement did not cover
theresponsihilitiesof commercial brokers, theextent of their authority, the
estimated cost of using them, or theresponsibilities of the bureau and GSA
inmanagingthem.
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Greater use could have been made of lump-sum build-out financing.
Most local officeshad to undergointerior alterations (“ build-out™) to
configurethem to bureau specifications. L essors had the option of either
including the build-out cost (plusafinance charge of about 12 percent) in
therent or receiving alump-sum payment upon compl etion of the build-
out. Whilethe lump-sum payment isgenerally more advantageousto the
government, the bureau made relatively few such paymentsearly inthe
project in order to conserve resources. During our review, we noted that
fully committing build-out fundscould aid in lease negotiations, eliminate
thefinance charge, encourage moretimely alterations, and maximize cost
savings. The bureau agreed and, in thefinal seriesof |ease agreements,
took greater advantage of lump-sum build-out financing, spending
approximately $10 million onit, and saving more than $980,000in the
process, including $476,000 in fundsto be put to better use sincewe
brought this matter to the bureau’ sattention in April 1999.

Wemadeanumber of recommendations, most of whichinvolved applying
thelessonslearned from the current decennial to the 2010 effort. The
bureau agreed with all of our recommendations, and indicated that it plans
toinitiate anindependent eval uation of its partnership with GSA and to use
the evaluation findingsasthe primary planning tool for the 2010 space and
leasing program. (Office of Inspections and Program Evaluations:
IPE-11573)

Telephone Questionnaire Assistance Contract
Lacked Administration and Surveillance Plan

In an effort to increase the questionnaire response rate in the 2000
Decennial Census, the Census Bureau provided the public with assistance
infilling out the census form and a choice of waysto respond. One of
thesewayswasthrough the Telephone Questionnaire Assistance (TQA)
program, which enabled respondentsto call toll-freeto completethe
questionnaireover thetelephoneor to simply ask questions about the
form.

The TQA program also involved an outbound component, which enabled
the bureau to call househol dsto resolve count inconsistencies, such asa
difference between the number of household membersreported and the
number for whom informationwas provided, and to obtaininformationfor
househol dswith more than six members, asthe questionnaire has space to
report information for only six people.
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In December 1998, the bureau awarded a performance-based services
contact for the design, devel opment, testing, operation, and maintenance
of the TQA system. The contractor used acomplex network of 23
integrated call centerswithinteractivevoiceresponsecapability andlive
operatorsto meet the contract requirements. The call center network was
designed to handlean estimated 11 millionincoming callsduring a14-week
period and an estimated 3 million outgoing callsduring a12-week period.
The contract covered atwo-year period, and had a cost ceiling of

$100 million. Calling operationswere completed in August 2000.

Inareview madeto evaluate the administration of the TQA contract, the
OIG madethefollowing observations:

Contract Administration and
Surveillance Plan Needed

According tothe Office of Federal Procurement Policy, animportant
reguirement for performance-based servicescontractsisan administration
and surveillance planthat describeshow the contractor’ sperformancewill
be measured against standards. However, because the bureau did not
prepare such aplan for the TQA contract, its ability to measure contractor
performance and manage contract changes may have been hampered.
Althoughthe TQA program officeimplemented various processesto assist
inmonitoring performance, therewasno formal mechanismfor providing
feedback to the contractor onitsperformanceor for providingimmediate
noticeof deficient performance and monitoring correctiveaction. We
believethat the fact that the program office had avery small staff with
limited experiencewith large-scale contractsled to theomission of this
important management mechanism.

Another important aspect of contract administrationisachange control
process, which providesfor athorough eval uation of proposed changes,
including analyzing costs, determining how the schedulewill beaffected,
and assessing whether performancewill be affected. When the TQA con-
tract was awarded in December 1998 and the task order for devel opment
wasissued thefollowing month, the bureau had not yet identified itsde-
tailed requirementsfor outbound calling, and the requirementsfor inbound
calling werestill subject to change. Asdevel opment progressed, changes
were madeinformally, through di scussionswith the contractor, without
formal consideration of their cost and schedul eimpacts, and without the
authority of the contracting officer. By thetime achange control process
was established in August 1999, eight months after contract award, the
task order cost had increased by $2.3 million.
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Schedule Slippages Caused Testing Delays,
but Operations Began on Schedule

Significant slippagesinthe contract’ sscheduleresulted inrevised testing
strategiesfor the TQA network. For example, thelivetest demonstration,
amajor contract milestone designed to demonstrate the functioning of the
entire system, was scheduled to begin on October 1, 1999, but testing for
theinbound operationsdid not begin until February 14, 2000, and did not
end until February 25, only one week before the start of operations.
Among thefactors causing the scheduleslippagesweredelaysin site

sel ection, changesto requirements, and underestimation of system
complexity.

Delaysin completing testing of such acomplex system could have had a
significant impact on TQA’ sperformance becauselittletimewasavailable
between the compl etion of testing and the beginning of operationsto
correct problemsand conduct retesting. Despitethe delays, inbound
operations began as planned on March 3, 2000. However, correcting
problemsidentified during testing and conducting retesting del ayed the start
of outbound operationsuntil early May. Asaresult, call centerswere
opened simultaneoudly, rather than on astaggered basis as planned, so that
thedecennial census schedulewould not be affected.

* * * * *

Werecommended that the bureau (1) devel op acontract administration
and surveillance plan covering theremaining monthsof program operation
and (2) preparea*lessons-learned” report at the completion of TQA
operationsso that the experience gained in devel oping and managing the
system can benefit contracting in both the next decennial and non-
decennial censusoperations. Thebureau agreed toimplement our
recommendations, but disagreed with certain aspectsof our observations.
Specifically, the bureau asserted that it had not made any unauthorized
contract changes and that the changes made were not the result of changed
requirements. (Office of Systems Evaluation: OSE-12376)

Improved Documentation Should Resultin
Fewer Unemployment Compensation Claims

Unemployment costsrelated to the 1990 Decennial Censustotaled
approximately $64 million. In 1994 the Ol G reported that potentially
millionsof dollarsof these costs could have been avoided had the

. Commerce OIG Semiannual Report
September 2000



Economics and Statistics Administration

separationand removal of temporary decennial censusworkersbeen
adequately documented (see September 1994 issue, page 30). Specifically,
atermination for cause must be properly documented so that, should the
individual later apply for unemployment compensation, the CensusBureau
can providesufficient evidenceto sustain afinding of ineligibility dueto
poor performance or misconduct.

In 1998, during our review of dressrehearsal activities, wereviewed the
policiesand procedures put in placeto better manage unemployment
compensation for the 2000 decennial and reported that they appeared to be
adequate (see September 1998 issue, page 24). However, we also sug-
gested that additional management attention waswarranted in order to
ensurethat Censussupervisorscomply withthose policiesand procedures.

Inarecent inspection, we examined how documentation was handled for
temporary empl oyeesterminated for cause during the 2000 decennial. We
did not examinethemeritsof individual terminationsor attempt to deter-
minewhether additional employeesshould havebeen terminated for cause.
Based on our review of termination documentsat 16 local censusoffices
around the country, however, we concluded that, in the vast mgjority of
cases, the bureau was adequately documenting thetermination of
problematic employees.

Wedid find some minor problems. For example, in 9 out of 56 cases at
onelocal office, employeeswerelisted asbeing terminated for lack of
work, when they were actually terminated for cause, because the appro-
priate form had not been filled out at thetime of their dismissal. And, in
another 32 out of 322 cases at eight other offices, the form for document-
ing atermination for poor performanceor conduct problemswasnot filled
out or wasmissing. Asaresult, should theterminated employeesinvolved
apply for unempl oyment compensation, the bureau would beunableto
refutetheclaim.

Werecommended that for any additional terminationsfor cause made
during thecurrent decennial fieldwork, local office managersbereminded
toensurethat al informationiscorrectly entered onto termination forms
and that all supporting documentationismaintainedinthefiles. The
bureau was encouraged by our finding that nearly 9 out of 10 cases had
sufficient documentation, but acknowledged that documentation could be
improved. It agreed with our recommendation and took specific actionsto
ensure that managers and supervisorswere aware of the proceduresfor
documenting conduct and performance-based actionsfor employees.
(Office of Inspections and Program Evaluations: IPE-13212)
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Decennial Software Specification and
Development Processes Need Improvement

Accurate, reliable softwareiscritical for every major operation of the 2000
Decennial Census. Several softwareerrorsoccurred and wereresolved
during the decennial. Asaresult of these errors, we had planned to
conduct further eval uation work on headquarters software devel opment
and processing. Because not all of the headquarters software work for the
decennial had been completed, weintended toidentify areasneeding
improvement and recommend corrective actions.

Based on our preliminary fieldwork, conducted in May and June, we
ascertained that the bureau had already begun to implement anumber of
improvements, whichwesupported. Moreover, recognizing that the
bureau’ s softwarework was occurring under atight schedule, wewere
concerned that our eval uation might cause additional disruptions. Asa
result of thesefactorsand of our own resource limitations, we decided to
continue monitoring thebureau’ sactivities, rather than conduct aformal
evaluation.

Inlieu of aformal evaluation, in July we sent amemorandum to the
bureau’ sdeputy director identifying the principal headquartersdecennial
softwareissues, providing our viewson theactions being taken to address
them, and making suggestionsfor further improvements. Wediscussed our
concernsand suggestionswith bureau officials, who generally agreed with
them.

Over the past four years, we have evaluated and monitored various as-
pectsof information technology for the decennial. In November 1997, we
reported that the devel opment approach used for headquarters software
was not based on standardsfor documenting and reviewing software
specificationsand design; ensuring that rigorous, independent testingis
carried out; and ensuring theuniform, effective use of development and
evaluation methods and tools. We recommended that the bureau adopt a
software devel opment process based on at | east thisminimal set of
elements. (See March 1998 issue, page 26.)

In September 1999, wereiterated the need for improved specificationsand
testing practices and the use of software engineering standards. (See Sep-
tember 1999 issue, page 26.) Although the bureau made improvements
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based on our recommendations, aswell asthose of the Chief I nformation
Officer, significant issuesremained, including late, changing, and
ambiguously specified requirements; lack of formal requirementsreviews,
insufficient control over softwarechanges; andinadequatetesting of

devel oped software. Our preliminary fieldwork showed that decennial
officialshad already started to deal with most of theseissuesthrough such
processimprovementsasreguirements specification reviews, more
rigoroustesting, and end user reviewsof processing outputs.

Whilethese changeswill hel p ensurethat requirementsare compl ete,
accurate, and clearly understood and will alsoimprovetesting, webelieve
that additional requirementsand testing areas need further emphasis. With
regard to the specifications, completing them asearly aspossibleiscritical
in order to maximizethetimeavailablefor their review, aswell asfor
software devel opment and testing. Asfor testing, we believe that test cases
should be devel oped by the userswhenever possibleand that testing
should demonstratethat all requirementshave been met. Moreover, testing
should be performed by an organi zation independent of the devel opers.

We were aware of one error related to an area that the bureau had not yet
addressed—insufficient control of softwarechanges. Theerror occurred
when alast minute change to software was not thoroughly tested.
Fortunately, thebureauidentified thiserror early enoughto avoid affecting
decennia operations. Neverthel ess, effective softwarechangecontrol is
needed to prevent future problems. Thisissuewasnot part of the planned
processimprovementsand needed additional attention. Bureau officials
recently told usthat they now provide management oversight of software
changes.

Aswehavenotedinour previouswork, better software devel opment
practiceswouldimprovetimeliness, quality, and user satisfaction and
reduce devel opment and maintenance costson al decennial systems. We
encouraged the bureau to continueto focusonimproving the decennial
software devel opment process, emphasi zing production of timely, clearly
specified requirementsand rigorousindependent testing. After the
decennial, the bureau should make aconcerted effort toimprove software
development for all of itsprograms, decennial and nondecennial alike.
(Office of Systems Evaluation)
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Review of Certain Decennial Operations
Identifies Issues for Future Consideration

The OIG conducted areview of the effectiveness of the Census Bureau’'s
special popul ation enumerationsand questionnaire assi stance centers.
Special popul ation enumerationsattempt to count peoplewholivein
nontraditional housing or haveno usual residence. Questionnaireassi stance
centersprovidethe public, especially thosewithlittleor no English-
speaking ability, with helpin completing their censusforms. Our review
included observing enumerator training for special enumerations, aswell as
theactual conduct of certain enumerations, visiting questionnaire assi st-
ance centers, and interviewing enumeratorsand assi stance center staff.

Our review reveal ed no significant conditionsmeriting recommendationsin
addition to those madein earlier reports on the 1998 Dress Rehearsal (see
September 1998 issue, page 24). However, we did identify severa issues
warranting management attention:

[ Too little time was allowed for training. Just four hourswas
scheduled for enumerator training for special population
enumerations, and much of thistime was used to complete
preemployment paperwork. Asaresult, local officeshadto
arrangefor last-minute unschedul ed training or send enumerators
intothefieldinadequately trained.

[ Late delivery of supplies caused problems. Training materials
often arrived at the training sitesthe day before thetraining wasto
begin, which did not allow instructorsenoughtimeto familiarize
themselves with the materials. Moreover, at the four siteswe
visited, local officeshad not received the quantity of suppliesand
formsthey needed. Asaresult, the offices had to spend the time
and money to photocopy formsor borrow suppliesfrom other kits
in order to complete enumerations, and in the case of long forms,
had tolater copy responsesfrom the photocopiesonto original
guestionnaires.

o Some homeless shelters and soup kitchens were missed by the
special population enumerations. The bureau had worked with
local governmentsand community-based organi zations, such as
homel essadvocacy groups, inidentifying sitesto beenumerated,
yet several such organizations said they were never given an
opportunity to identify sitesand, asaresult, their facilities had
been missed. Thedirector of one organization that ran ahomeless
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shelter said that although she had called thelocal censusoffice
repeatedly to request that the shelter be enumerated, no
enumeratorsvisited thefacility.

[ The effectiveness of questionnaire assistance centers was not
evident. Wefound that usage varied widely among assi stance
centers. somewere heavily visited, while otherswere shut down
ahead of schedulefor alack of customers. Centerslocatedin
neighborhoodswith high minority popul ationsreceived themost
traffic. Staff at some centers said they were busy in thefirst few
weeks after opening, but had few clientsthereafter.

Although we made no recommendationsto addresstheseissuesinthe
2000 decennial, we believethat the Census Bureau should consider our
observationsin planning for the 2010 decennial. (Economics and Statistics
Audits Division: ESD-12593)

2000 Decennial Generates Numerous
Complaints from Workers and the Public

Along with the upsurgein 2000 Decennial Censusactivitiesover the past
six months cameaconcomitant increasein the volume of complaints
received by our Officeof I nvestigationsregarding various aspects of
decennial operations. During thissemiannual period alone, nearly 500
peoplelodged complaintsthrough the OI G Hotline and other means, which
covered avariety of topicsranging from concernsabout hiring, payroll,
training, and management practicesto allegationsthat decennial results
werebeingfalsified by crew |eadersand enumerators.

All complaintswereeval uated in accordancewith established OIG
investigativeintakeprocedures. Asisour practice, complaintsthat involved
routine administrative and management i ssueswerereferred to the Census
Bureau or the Department for appropriate action, while allegations of
fraud, criminal conduct, and other matterswithin our statutory jurisdiction
were added to the OI G investigative casel oad.

For example, wearecurrently investigating seriousallegations of data
falsification by censusworkersin several local censusoffices, andare
pursuing abribery charge against aformer community partnership
specialist. Weareal solooking into anumber of complaintsthat decennial
employeesdefrauded the government by making fal seclaimsfor overtime
pay or telephone or mileagereimbursement, or otherwisediverted
government resourcestotheir personal use.
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Inaddition, wearefollowing up on anumber of complaintsfromthe
publicregarding the conduct of thedecennial, including several reportsof
individual sattempting to obtain financial or other confidential information
from citizensby posing ascensusworkers.

Onematter successfully resolved during thisperiod wasacomplaint
received by the Ol G that decennial promotional itemsand official materials
bearing the Census 2000 |ogo were being offered for sale on the eBay
Internet auction website. After identifying several of thesellersoffering
thismerchandise, and learning that the material s had been obtained at
decennial events, local census offices, and fleamarkets, we advised bureau
officials of the problem and put them in contact with an attorney at eBay,
who agreed that the company would prohibit the sale of Census 2000
materialsthrough itswebsite. (Denver Field Office of Investigations)

OIG Assesses Accuracy of the
Federal Audit Clearinghouse Database

At the request of OMB, the OI G assessed the accuracy of the Federa
Audit Clearinghouse Database, whichisoperated by the Census Bureau,
for FY 1998 single audit reports. A single audit is one performed by state
or local government auditorsor independent public accountantscovering
all of thefederal financial assistance providedto onerecipient. Toimple-
ment the Single Audit Amendments of 1996, OMB issued Circular A-133,
Audits of States, Local Governments, and Non-Profit Organizations. The
circular authorized the bureau to operate the Clearinghouse, which serves
asarepository for singleaudit reportsand an audit processing serviceand
datadissemination system for theentirefederal grant community.

I'n conducting our assessment, we performed proceduresto (1) verify the
completenessof audit reporting packages, (2) comparetheinformationin
the databasewith theinformation provided to the Clearinghouseon a
standard datacollection form and in thereporting package, and (3) verify
that all audit findings contained inthereportswerealsoincludedinthe
database. We used atwo-stage sampling plan devel oped by the Depart-
ment of Labor OIG to derive asamplethat was representative of the
universe of 1998 single audit reports and the Catal og of Federal Domestic
Assistance (CFDA) program entriesin thedatabase.

Theresultsof the procedureswe performed were asfollows:
o Of the 150 audit reports sampled to test the compl eteness of the

reporting package, wefound 2 reportsinwhich theauditor failed
toincludearequired element.
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[ In the 22,563 data el ements sampled in our comparison of the
information in the database with that on the data.collection form
and in thereporting packagefor thereportsand the CFDA
program entries, wefound 370 errors—126 attributableto the
Clearinghouse and 244 to the auditorsand auditees.

o Inverifying that all audit findingsinthe 150 sampled reportswere
included in the database, wefound that findingsfor 4 reportswere
omitted from the database.

Thebureau agreed with our findings. Considering the complexitiesof the
electronic system and rel ated operating proceduresinvolvedinthiseffort,
the bureau was pleased to learn of the overall accuracy of itswork, and it
stated that actionswere underway to correct theisolated errorsidentified.
(Atlanta Regional Office of Audits: ATL-12556)

OIG Looks Into Apparent Premature
Release of Trade Deficit Data

At therequest of the Under Secretary for Economic Affairs, the OIG
looked into concernsthat anews organization had prematurely rel eased
trade deficit dataonitsInternet web site. A representative of the organi-
zation had participated inaninformation release session (or “lockup”), in
whichjournalistsinalocked room are provided with economic databy
ESA officials, giventimeto composetheir newsstories, then allowed to
transmit the storiessimultaneously to their organizationsat the official
release time, which isdetermined by aclock synchronized tothe U.S.
Naval Observatory Master Clock. These proceduresarefollowed to
prevent the premature rel ease of sensitive economic data.

Inthiscase, thetrade deficit information was cleared for release at

8:30 am. on April 19, 2000, but when the story appeared on the news
organization’ sweb site, itstime stamp was 8:27 am. Responding to the
Under Secretary’ sconcerns, wefirst spoketo the ESA officials
responsiblefor coordinating thelockup, then contacted thejournalist who
had filed the story in question. She cooperated fully, returning to the
Department of Commercewith her notebook computer, which enabled us
to comparethe time on her computer’ s clock with the time on the Naval
Observatory’ sMaster Clock.

Through thiscomparison, which also involved having thejournalist
transmit “test” storiesto her organization’ sweb site, we concluded that
because the clock on her computer was set to an earlier time than wasthe
Naval Observatory clock, the stories posted on theweb site carried an
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erroneoustime, several minutes earlier than the actual time of the
transmission. We were able to satisfy ourselves, and report to the Under
Secretary inan April 24, 2000, memorandum, that the situation resulted
from the discrepancy between the time on the computer and Naval
Observatory time, and that there had been no premature rel ease of the
tradedeficit data.

Asaresult of our assessment, we advised the journalist, in the future, to
always set her computer’ sclock to Naval Observatory timewhen she
entersthelockup, and suggested that she advise her organization to modify
its software to use the time stamp generated by itsweb server, rather than
that generated by her notebook computer, for the associated stories. We
also understand that as aresult of thisincident, ESA hasadded arule
stating that it isaviolation of lockup proceduresto have an early time
stamp on any story released from the lockup. (Office of Systems
Evaluation)

Review of Special Census of lllinois Village
Finds Problems, but No Large Undercount

Whenlocal officialsbelievethat their community hasexperienced a
significant increasein popul ation sincethe previousdecennial census, they
may reguest the Census Bureau to certify the popul ation increase through
aspecial census. During the past decade, the bureau received about
$11.3millionfromlocal governmentsto conduct 437 special censuses.

In December 1997, the Village of Machesney Park, Illinois, acommunity
of about 20,000 peoplelocated 90 miles northwest of Chicago, contracted
to pay the bureau $86,000 for aspecia census, which was conducted in
June 1998 by staff hired from thelocal community. After reviewing the
initia resultsof the special census, the mayor of thevillage alleged that
variousillegal and improper activities had taken place, resulting in aserious
undercount of thevillage’ spopulation. In May 1999, Representative
Donad A. Manzullo requested that the Ol G look into the mayor’s
allegations.

Themayor specifically alleged that (1) the census supervisor had
instructed enumeratorsto “just put down ‘one’ if you don’t know” who
livesinahousehold, (2) censusworkershad falsified data, (3) Machesney
Park’ sspecial censusresultswereinconsistent with those of adjacent
communities, (4) agrossundercount intheinitial special censuswas
validated by afollow-up study, and (5) thebureau’ sregional director had
admitted that the censuswasillegally closed out.
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Wedid not find evidence of asignificant undercount in the Machesney
Park special census. After analyzing all 103 enumeration booksand
interviewing special censusand other bureau personnel, we concluded that
specia censusemployeesfollowed most, but not al, special censusproce-
dures, and that the enumeration booksweregenerally well documented
and complete. Enumerators properly listed 97 percent of thetotal
householdsand all but two residential streets.

However, wedid find some support for thefirst two of thefiveallegations.
Thekey problem affecting this special censuswasthat enumerators
improperly listed 434 housesashaving “one”’ occupant when the actual
number of occupantswasunknown. Asaresult, some households may
have been undercounted.

Based on our analysis, itisvery unlikely that 2,000 people were missed, as
alleged by villageofficials. We proj ected apossi ble undercount of closer to
320 persons. However, we emphasized that thisfigure wasonly an
estimate, and that it could not be used to adjust the village' s official count.

Webelievethat the Census Bureau’ s Chicago Regional Officecould have
been morevigilant in overseeing the special census. It should havebeen
aware of thelarge number of “one-person” households sooner, and it
should have provided better guidanceand supervisiontothevillageonits
advertising campaign.

At thetimeweissued our report, we expressed our belief that aspecial
censusrecount of some or all householdsin Machesney Park was not
warranted or feasible at that point. It had been two years since the special
censuswas completed, and moreimportantly, the bureau had completed
its 2000 decennial enumeration of Machesney Park. Given theissues
raised inthisspecial census, however, we recommended that the bureau
work closely withvillageofficial sto addressany coverageissuesbefore
releasing thefinal decennial countsfor Machesney Park.

We also recommended that for future special censuses, the bureau
reinforceand revise, if necessary, someof itspoliciesand proceduresand
develop new policiesand proceduresto precludethetypesof problems
that arose during the Machesney Park special census. In addition, the
bureau needsto clarify and emphasize compliancewithitspoliciesand
proceduresduring futuretraining of special censusworkers.
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In response to our report, the bureau agreed to adopt all of our recom-
mendations, except onerelated toimprovingitsadvertising guidanceto
local officials. Thebureau agreed that advertising for special censusesis
extremely useful, but stated that each local community hasthe
responsibility to promoteitsown special census. Webelievethat although
thelocal roleisimportant, it isequally important for the bureau to ensure
that the community maximizesitsadvertising efforts. (Office of Inspec-
tions and Program Evaluations: IPE-12045)

Personal Charges to Government Purchase
Card Resultin Theft Conviction

A secretary at the Census Bureau was convicted of one count of theft of
government property after an Ol G investigation reveal ed that she had used
agovernment purchase card to buy more than $800 worth of clothing,
jewelry, electronic equipment, and other itemsfor her personal use. In
July 2000, she was sentenced in U.S. District Court for the District of
Marylandto 6 months' incarcerationinacommunity correctionsfacility
and 2 years' probation, and was ordered to makefull restitution to the
government. ( Washington Field Office of Investigations)
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Overseas Security Program Needs
Better Management and Results

Recognizing the need to focus more attention on improving the security of
U.S. overseasfacilities, the Congressin 1997 appropriated $24.8 million to
the State Department for security improvements. US& FCSreceived

$9.4 million of that supplemental appropriationtoimprovethe security of
its45 overseasfacilitieslocated outside embassiesand consul ates (referred
to asnon-collocated facilities). After the bombing of theU.S. embassiesin
Kenyaand Tanzaniain August 1998, State received another $627 million
in FY 1999 emergency funding for reconstructing the embassiesand
conducting other security-related activities. US& FCSreceived $8 million
of thefunding for itsoverseasfacilities.

The OIG conducted an inspection of US& FCS' soverseas security
program, including the accounting for the use of the FY 1997 and 1999
funds, after questionswereraised about how those fundswere spent. Our
review identified weaknessesin I TA’ sand the Department’ smanagement
of the program, aswell asin the management of and accounting for
program funds. Our concernsarediscussedinthefollowing sections.

Better cooperation and planning are needed to improve US&FCS’s
overseas security. Although US& FCSreceived atotal of $17.4 millionin
supplemental security fundsin FY 1997 and 1999, we found that security-
related upgradesto overseasfacilitieshad fallen behind schedul e because
of (1) alack of action by the State Department, US& FCS, and the
Commerce Officeof Security incompleting upgradesand (2) inadequate
cooperation between thethreeentitiesinimplementing US& FCS's
overseassecurity program.

Security funds need to be better managed. Wefound that at the end of
FY 1999, ITA’ sOfficeof Financial Management inappropriately used
some of the security fundsto cover alleged shortagesin US& FCS's
operating and administrative budget. Thetwo partiesdisagreed astothe
cause of the problem, and the funds were restored by I TA to the security
fund by January 2000, but the incident demonstrated that ITA
management had failed to establish adequateinternal controlsto ensure
that expenditurescomplied with requirements. I TA hasalready
implemented controlsto hel p prevent thisfromrecurring. Inaddition,
although most expenditurespaid for out of security fundsappeared
appropriate, some either did not appear to be security related or may not
have represented an effective use of security funds.
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The International Trade
Administration is responsible for
the trade promotion and trade
policy issues associated with most
nonagricultural goods and
services, and works with the Office
of the U.S. Trade Representative in
coordinating U.S. trade policy. ITA
has four principal units:

Market Access and Compliance.
MAC develops and implements
international economic policies of
a bilateral, multilateral, or regional
nature. Its main objectives are to
obtain market access for American
firms and workers and to achieve
full compliance by foreign nations
with trade agreements signed with
the United States.

Trade Development. TD advises
on international trade and
investment policies pertaining to
U.S. industrial sectors, carries out
programs to strengthen domestic
export competitiveness, and pro-
motes U.S. industry’s increased
participation in international
markets.

Import Administration. IA
defends American industry against
injurious and unfair trade practices
by administering the antidumping
and countervailing duty laws of the
United States, and enforcing other
trade laws and agreements
negotiated to address such trade
practices.

U.S. & Foreign Commercial
Service. US&FCS promotes the
exports of U.S. companies and
helps small and medium-sized
businesses market their goods

and services abroad. It has 105
domestic offices and 157 overseas
posts in 84 countries.
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Financial management and oversight of security funds need improve-
ment. We determined that of the $17.4 million provided to US& FCSfor
overseas security during FY 1997 and 1999, as of March 31, 2000,
approximately $9.6 million remained—nearly $5.0 millionfromthe 1997
allotment and about $4.6 million from 1999. However, we were unable to
determinethe accurate bal ances because the status of obligationsand
disbursementswas not being adequately monitored and not all accounting
datapertaining to overseas security transactionswas being entered
promptly into I TA’ saccounting system.

We made anumber of recommendations aimed at achieving better
cooperation and planning between the partiesinvolved in US& FCS's
overseas security program, more management oversight to ensurethat
security fund expendituresare security related, and better oversight of and
accounting for security funds.

ITA and the Security Office agreed toimplement all of our recom-
mendations. Most significantly, they agreed to form aUS& FCS Security
Upgrade Project Oversight Committee, which will overseetheagency’s
security effortsand will devel op anannual strategic planfor facility
upgrades. (Office of Inspections and Program Evaluations:

IPE-12708)
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Minority Business Development Center
Poorly Managed by Award Recipient

At MBDA'’ srequest, the Ol G performed an audit of acooperative
agreement awarded to an economic devel opment organizationto operatea
minority business devel opment center inaWest Coast city. Theaward
was for the 25-month period from October 1, 1996, to October 31, 1998,
and had atotal project budget of $1,363,480, consisting of a $818,088
federal shareand a$545,392 recipient share. Federal fundsdisbursed
through December 1998 totaled $792,896.

InJuly 1998, MBDA'’ sproject monitor identified numerousdiscrepancies
inthe project records, including indicationsof falsified timesheets,
fabricated documents supporting claimed performance, and the potential
diversion of project funds. Themonitor’ sfindingscontributedtothe
recipient’ sdecision to terminate the center’ sentire staff without notice.
Therecipient later discovered that project computer records had been
destroyed before the center’ s officeswere vacated.

Our audit confirmed the problemsnoted in the project monitor’ sevalu-
ationandidentified other areasof noncompliance and misrepresentation.
Weal so concluded that thereci pient was negligent infailing to maintain
required project oversight and control sthat might have prevented the
problemsdiscussed below or at |east identified them earlier. Our major
findingswereasfollows:

[ Recipient’s administration of the project was deficient.
Because the award recipient failed to exercise adequate controls
over the project, the project director gained compl ete control of
the project and was able to avoid meaningful oversight by the
recipient and MBDA. Thedirector, who prepared the proposal to
MBDA, did not implement the project as proposed and did not
obtain therequired approvalsfromtherecipient, MBDA, or the
Department for deviationsfrom the proposal. The project director
and deputy director had previously held similar positionsin
another MBDA -funded center that had a history of management
problems.

[ Center did not meet award performance requirements. The
programmatic accomplishmentsreported to MBDA weremis-
leadingin several respects, and performance datawas manipul ated
to obscurethefact that the award’ sintent to provide consulting
servicesto minority clientsin therequired service areawas not
being met. Specifically, most clientsclaimed wereineligiblefor
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assistance under the award, most performance claimswere
unrelated to the center’ s services and some were fabricated, time
claimed was spent on many questionabl e activities, and supporting
timerecordswerefabricated or altered.

[ Project’s claimed costs were not supported. Wequestioned all
costs claimed under the award because of the af orementioned
nonperformanceand for noncompliancewithfederal cost principles
and requirements. Neither the recipient nor the center had an
accounting systemto properly record and control project expendi-
tures. After reconstructing thefinancial resultsfromtherecordsthat
wereavailable, wefound, among other things, that project funds
werediverted to therecipient’ sgenera accounts, therecipient’s
cost sharewas not met, timedistribution recordswereunreliable,
andfinancial reportswerelate, inaccurate, and inconsistent.

We questioned $1,320,974 in claimed costs, representing the total
reconstructed expenditures, and recommended that the Department disallow
those costs, recover the $792,896 in federal funds disbursed, and deobligate
the remaining $25,192 in undisbursed federal fundsand put them to better
use. We also recommended that the project director, deputy director, and
their private consulting firm be debarred fromreceiving futurefederal
funding and that the reci pi ent be designated asahigh-risk recipient and have
specia award conditionsapplied to any futurefunding it may receive.

Therecipient disagreed with our findingsand conclusions, and with our
recommendationsrel ated to questioned costsand designation asahigh-risk
recipient. Therecipient claimed that it had provided adequate oversight of
the project, that MBDA was responsible for many of the problems, and that
many statementsin our report were untrue. (Seattle Regional Office of
Audits: STL-11406)
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Small Business Innovation Research Program
Award Procedures Need Improvement

During thissemiannual period, the Ol G reported onitsaudit of thecriteria,
procedures, and practicesfor soliciting, reviewing, and sel ecting applica-
tionsin FY 1997 for awardsunder NOAA’ s Small BusinessInnovation
Research (SBIR) program. The audit was conducted as part of a
Department-widereview of Commerce’ sdiscretionary financial assistance
programs.

The SBIR program isdesigned to stimul atetechnol ogical innovationinthe
private sector, strengthentheroleof small businessin meeting federal
research and devel opment needs, increase the commercial application of
innovationsderived fromfederal research, andimprovethereturnon
investment fromfederally funded research for the nation’ seconomic
benefit. SBIR isathree-phase program: Phase 1 determinesthe scientific
and technical merit andthefeasibility of ideas submitted for consideration;
Phase 2 istheresearch and devel opment phase of proposalsidentified as
having commercia potential; and Phase 3isthe commercialization of the
research. Only firmsthat have received Phase 1 awards may compete for
Phase 2 funding, and no SBIR funding may be used for Phase 3.

In FY 1997, NOAA awarded five Phase 1 grants, for atotal of $249,000,
and two Phase 2 grantstotaling $399,000. NOAA also provided $1.6 mil-
lionin SBIR funding in theform of procurement contracts. Because our
review wasfocused ontheaward of discretionary financial assistance, we
limited our work to an examination of NOAA’ sprocessfor making SBIR
grants.

Although our audit found that NOAA’ sproceduresand practicesfor
awarding grantsunder the SBIR program weregenerally designed to result
inmerit-based funding decisions, we also found areasinwhich the
proceduresand practicesfailed to meet departmental requirementsfor
competition. Specifically:

o The Department’ sprogram solicitation did not contain the
required statement that cost sharing isnot required and will not be
considered intheeval uation of proposals.

[ NOAA used only two evaluatorsfor Phase 1 proposals, even
though departmental policy requiresat |east three.
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Webelievethat NOAA could enhance theindependence and objectivity of
future SBIR competitionsby inviting reviewersfrom outsidethe agency
and the Department to participate. In addition, two of NOAA’s Phase 2
grantsappeared to have been awarded noncompetitively, becausethey
were not included on either on thelist of Phase 2 applicants provided to us
or the rank-order list of projects scored by the Phase 2 selection process.
NOAA later informed usthat the two grantswere selected competitively
by a separate selection panel that we had not been told about earlier.

Werecommended that NOAA ensurethat (1) future SBIR program
solicitationsincludeappropriatelanguage concerning cost sharing, (2) all
SBIR proposals are evaluated by at |east three reviewers, (3) reviewers
from outside the agency and the Department areinvited to participatein
evaluating applications, and (4) either asinglecompetitive selection process
isused for all Phase 2 awards or the fact that certain projectswill be
selected through adifferent processisfully disclosedinall published
material. NOAA agreed toimplement our recommendationsand submitted
an audit action plan that adequately addressed them. (Denver Regional
Office of Audits: DEN-11001)

NWS Raleigh Office Provides Valuable Services
but Needs Better Management and Controls

The National Weather Service has 121 weather forecast offices (WFOs)
nationwidethat issuelocal forecastsand warnings of severeweather. The
WFO in Raleigh, North Carolina, located on the Centennial Campus of
North CarolinaState University, isresponsiblefor awarning areathat
covers 31 countiesin the central part of the state.

The OI G conducted an inspection to determine how effectivethe Raleigh
WFOisindeliveringforecasts, warnings, and other information to users,
how well it coordinatesitsactivitieswith state and local emergency
managers; and how well it managesits networks of volunteer spottersand
observers. We al so assessed the adequacy of the office’ smanagement
practices, internal controls, and administrative procedures.

Wespokewith numerousstateand county officialsconcerning their
interactionswith the Raleigh WFO and the quality of serviceit provides.
Without exception, they had favorable comments about the WFO' s
performance. Moreover, based on NWS Eastern Region verification
statistics, the WFO had one of theregion’ sbest recordsin delivering
accurate forecasts and warnings during the 1999 severe weather season.

Commerce OIG Semiannual Report
September 2000



National Oceanic and Atmospheric Administration

Nevertheless, our review identified anumber of administrativeand
operational deficienciesthat require prompt management attention:

The Cooperative Observer and Skywarn programs need attention.
The Raleigh WFO hasonly two staff membersworking part-time on the
Cooperative Observer program, whichisanimportant component of
NWS' sdatacollectionand national observing capability. Theoffice should
be ableto reallocate resourcesto strengthen support for thisprogram. In
addition, the office' s Skywarn network, which relieson trained volunteer
spottersto provide severeweather reports, doesnot provide adequate
coverage of certain remote parts of the WFO’ swarning area.

Actions are needed to strengthen management of information
technology. The WFO has neither designated a systems security officer
nor implemented NWS' sinformation technol ogy security policies, which
wereissued to maintain appropriate level sof security and foster greater
security awarenessamong NWSstaff. | n addition, wefound disjointed and
inadequate oversight of the office’ sinformation systems, with different
personnel managing different aspects of the systemsand software. The
electronic systemsanalyst, the office’ sdesignated systemsadministrator,
should behandling theseresponsihilities.

Greater use of engineering management reporting system is needed.
WFO personnel did not understand how to useNWS' sengineering
management reporting system, which hel psmanagerstrack the operational
reliability and maintenance of 35,000 pieces of equipment at 3,000 sites.
Raleigh personnel stated that they are unaware of the system’ scapabilities,
havenot beenregularly inputting repair informationinto the system, and
havenot proactively managed the office’ sequipment.

More consistent quality control over WFO products is needed.
Because the WFO lacks a structured method to review forecasts,
warnings, and other productsto ensure accuracy and compl eteness, some
officeproductscontai ning improper information have beenissued.
Althoughtheoverall quality of theoffice’ sproductsappearsadequate,
many officepersonnel believedthat it could beimproved.

A structured staff training program is needed. Some Raleigh personnel
complained that meteorol ogical and hydrologica training hasbeenincon-
sistent and unresponsiveto their needs. They believethat training has been
alow office priority, asevidenced by thelack of astructured training pro-
gramfor both experienced forecastersand interns. Operational demands
should not precludethe WFO from having astructured training program.
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Improvements are needed in key administrative areas. The WFO lacks
adequateinternal controlsover inventory, official vehicles, and credit card
purchases. In addition, becausethe office does not maintain aspreadsheet
totrack itsexpendituresagainst itsbudget, themeteorol ogist-in-chargeis
not aware of the current status of funds and cannot effectively managethe
office’ sfiscal resources.

Savings can be realized by eliminating some leased storage space. In
addition toitsmain office, the WFO | eases storage space on the university
campus and rents spacein apublic storagefacility nearby. Becausethe
office has more storage space than it needs and the public storage spaceis
much | ess expensive than the on-campus space, the office could save
about $13,700 by disposing of unneeded items, vacating the on-campus
space, and consolidating al storageitemsintheoff-campusfacility.

Local and regional management should be more attentive to office
problems. | nattentive management, personality conflicts, and resentment
over staffing decisionshave combined to hurt officemorale, especially
among el ectronicstechnicians. Theseproblemshaveinturn negatively
affected equipment repairs, | T management, and admini strative operations.
Themeteorol ogist-in-charge needstoimplement amoreeffective
management system, including hol ding staff accountablefor performing
their assigned responsibilities, and regional management needsto provide
greater oversight to ensurethat thisisaccomplished.

We made anumber of recommendationsto addressthese deficiencies.
NWS agreed with all but four of our recommendationsand outlined steps
it wastaking to addressthem. For each of the recommendationswith
which NWSdid not concur, it stated that the action being recommended
was already in practice at the Raleigh WFO. We disagreed in al but one
instance, but commended NWSfor itsaggressive plan of remedial actions
to address most of our concerns. (Office of Inspections and Program
Evaluations: IPE-12661)

Internal Controls over Science Center’s
Bankcard Program Need Improvement

Aspart of itsperiodic review of Commerce units' use of bankcards, the
OIG conducted an audit of the bankcard program of the National Marine
Fisheries Service' sNorthwest Fisheries Science Center. Theaudit
examined bankcard transactions at the center’ sheadquartersin Seattle and
at itsfield sitesin Manchester and Pasco, Washington. During the audit,
weinterviewed 55 of the 227 cardhol ders and examined 773 bankcard
transactions, based on ajudgmental sampling of about 10,000 FY 1998
transactionstotaling approximately $2.5million.
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Our audit reveal ed thefollowinginternal control deficienciesthat needed
attention:

o Of the 55 cardholdersinterviewed, 48 had not viewed the required
training video in the previoustwo years, 47 did not keep their
cards securein alocked drawer or cabinet, 24 did not maintain the
required purchaseorder log, 5 had purchased prohibited items,
and 3 had made purchases of over $2,500 without obtaining
competitive quotationsor preparing asole-sourcejustification.

[ Of the 773 transactions examined, only 19 had been preapproved
asreguired. Moreover, 49 transactions were not supported by
adequate documentation, 13 lacked signaturesof approving offi-
cias, andfor 7 that invol ved purchases of accountable property,
therequired property transaction formswere not compl eted.

We also concluded that the number of cardhol ders needed to bereevalu-
ated because 17 of the 55 cardholders (about 31 percent) had used the
cardinfrequently—fewer than four timesduring theyear. Thissuggested
that the number of cardholderswas much higher than needed, giventhe
administrative burden of maintaining proper oversight of card use.

NOAA concurredinall of our findingsand described specific stepstaken
or planned to implement our recommendations. For example, after our
audit, the center held several training sessionsand cancel ed the bankcards
of cardholderswho committed purchaseviolations. Thecenter also
planned to review bankcard useto determinewhether the number of
cardholders should be decreased. (Seattle Regional Office of Audits:
STL-12555)

Restitution Ordered for False Claims
Made to Fishermen’s Contingency Fund

Morethan eight yearsafter hisconvictionfor filing afalse claim for nearly
$7,000 against the Fishermen’ s Contingency Fund, afisherman from Lake
Arthur, Louisiana, was apprehended and sentenced. Thefisherman had
been convicted on the charge in November 1991, but fled the country
prior to hissentencing. Hewasarrested in Floridashortly after hisreturn
to the United States this past spring, and was sentenced in July 2000 in
U.S. District Court for the Western District of Louisianato 24 months
imprisonment and 200 hours of community service, and ordered to make
full restitutionto thegovernment.
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Inasecond matter, another L ouisianafisherman acknowledgedfiling two
falseclaimsfor lossof fishing gear under the Fishermen’ s Contingency
Fund program, and agreed to make restitution of $15,800 to the
government during thethree-year probationary period established by his
pretrial diversion agreement. (Denver Field Office of Investigations)

Former Employee Ordered to
Repay Purchase Card Charges

A former NOAA secretary entered into apretrial diversion agreement to
settle charges that she had used agovernment credit card to make more
than $4,300 of personal purchases. A Massachusetts state court ordered
theformer employeeto repay the money to the government within one
year and complete 25 hours of community service or face asentence of up
to 2 years imprisonment and a $25,000 fine for the theft. (Silver Spring
Field Office of Investigations)

Two Employees Disciplined
for Misuse of Official Vehicles

An NMFS employee was suspended for 30 days for misuse of a
government vehicle. Although thevehiclewasobserved at hisresidenceon
multipleoccasi ons, the employee claimed that he had only stopped there
briefly whileworkinginthefield. An Ol G investigation revealed, however,
that there was no work-related reason for him to have been driving inthe
areaof hisresidence at any of thetimesin question.

AnNWSemployeeresigned from federal serviceinthefaceof his
proposed demotion and reassignment for use of agovernment vehiclefor
other than official purposes, including home-to-work transportationona
regular and recurring basis. (Denver Field Office of Investigations)

Audit Reports Unresolved
for Over Six Months

Asof September 30, 2000, one performance audit report related to NOAA
had recommendationsunresol ved for morethan six months: Opportuni-
ties Exist to Improve the Competitive Review Practices of OAR’s Climate
and Atmospheric Research Program, CFDA No. 11.431, STL-10949 (see
March 2000 issue, page 56). The audit was one of a series that focused on
thecriteria, procedures, and practicesfor soliciting, reviewing, and
selecting applicationsunder Commercediscretionary financial assistance
programs.
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Theaudit report recommended that the Office of Atmospheric Research
ensurethat (1) all proposals, including lettersof intent, areindependently
and competitively evaluated, with selection decisionsjustified and
adequately documentedintheproposal files, (2) reasonsfor selecting
lower-ranked proposal sarethoroughly explained and documented, and

(3) documented market searches are performed to verify that thereisonly
one sourcefor anticipated sole-source awards.

Wehavereviewed NOAA’saudit action plan, but do not concur with
someof the proposed actions. Weplan further discussionswithNOAA in
an effort to resolve these issues.
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National Telecommunications
and Information Administration

The mission of the National
Telecommunications and
Information Administration is to
(a) serve through the Secretary of
Commerce as the principal
executive branch advisor to the
President on domestic and
international communications and
information policies, (b) ensure
effective and efficient federal use
of the electromagnetic spectrum,
(c) develop with other federal
agencies policies for international
communications and standards-
setting organizations, (d) serve as
the federal telecommunications
research and engineering center,
and (e) administer grants under
the Telecommunications and
Information Infrastructure
Assistance Program and the
Public Telecommunications
Facilities Program.

Reporting of Performance Measures
Needs Improvement

Under the regquirements of GPRA and the CFO Act, as amended by the
Government Management Reform Act of 1994, the Department, and its
operating units, suchasNTIA, report on their performance. The Depart-
ment’sFY 1999 Annual Program Performance Report wasitsinitial effort
to report and comment on the performance of itscomponents, including
NTIA. NTIA’s performance datawas a so presented in the Department’ s
FY 1999 Accountability Report.

AstheDepartment’ sprincipal adviser ontelecommunicationsand
information policy issues, NTIA promotesthe efficient and effective use of
telecommunicationsand i nformation resourcesin order to createjob
opportunities, enhance U.S. competitiveness, and rai sethe standard of
living. NTIA included five performance measuresin the Department’ s

FY 1999 Performance Report and the FY 2001 Annual Performance Plan,
and three of those measuresin the Accountability Report. NTIA’s
performance measuresare depicted in thefollowing table. Thefirst
performance measure shown replacesan FY 1999 measure on “lessons
learned” packagescompleted for foreign governments.

FY 1999
Annual FY 2001
FY 1999 Program Annual
Accountability | Performance | Performance

Performance Measure Report Report Plan
Filings, testimony, and speeches v
Authorized spectrum assignments v
Internet accessibility and use v v v
Telephone subscription rates v
Models/grants available for nonprofit or v v v
public sector organizations

To be useful to the Congress, OMB, and the public, the reported
performance data must be credible. The OI G conducted an audit of
NTIA’seffortsto ensurethat itsreported performance resultswere
accurate, consistent, andreliable. Our audit reached thefollowing
conclusons:
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[ Reporting of performance information needs to be improved.
Wefound adequatelinkage between thefirst, second, and fifth
performance measureslisted aboveand NTIA programsand NTIA
activities. However, NTIA needsto improveitsreporting of the
performance measureson I nternet accessibility and useand Policy
tel ephone subscription rates because these measures are not Miﬁggcg;’:m Analysis and
directly linked to its program and activities. In neither the Development
performancereport nor theaccountability report didNTIA
disclosethislack of direct linkage. Werecommended that NTIA Telecom. and Institute for
either revisethese measuresto address outputs and outcomes A:f;ri?a"’gg’:s Letecom.
moredirectly linkedtoNTIA programsor activitiesor provide

adequate disclosurethat the bureauisnot directly responsiblefor _
International
theresults. Affairs

[ Improvements in internal controls needed. The number of
authorized spectrum assignmentswasnot accurately reportedin
either the performancereport or the accountability report because
the data reported was as of November 26, 1999, rather than as of
September 30, 1999, the end of the fiscal year. In addition, data
onincreased I nternet accessibility and usewasreported only for
thefirst quarter of thefiscal year, alimitation that wasdisclosed in
the accountability report but not in the performancereport. We
recommended that NT1A establish proceduresfor coordination
between the officeresponsiblefor performancedatainthe
accountability report and the officeresponsiblefor thedatain the
GPRA reportsto ensure accurate, consi stent reporting.

It

NTIA agreed with our findings and hastaken action to implement our
recommendations. Specifically, inthelatest drafts of the Department’s
2000-05 Strategic Plan, NTIA hasreplaced the performance measures on
Internet accessibility and tel ephone subscription rateswith measuresmore
directly linkedtoitsprogramsand activities. Inaddition, NTIA hasempha-
sized to thetwo officesinvolved in preparing performance datathe need to
report clear, consi stent information on agency performance. (Financial
Statements Audits Division: FSD-12856)
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University Did Not Comply with
Grant Terms and Conditions

In October 1995, NTIA awarded a $249,988 grant to a Southwestern
university to develop amultilevel interactive telecommunicationsmodel for
providing health- and education-rel ated support to two rural underserved
communities. Thegrant agreement, which covered the period from
October 15, 1995, through April 14, 1998, required $279,659 in matching
funds, bringing the total project budget to $529,647.

An OIG audit of thegrant found that the university had inadequately
supported $216,967 of in-kind costsclaimed, whichincluded $177,447 for
salariesand $39,520 for fringe benefits. Theuniversity also violated the
termsand conditions of itsaward by failing to (1) properly report on the
status of government property initspossession, (2) maintain accurate
equipment records, (3) submit quarterly progressreportsontime, and

(4) promptly notify the program office of significant developments
affecting theaward. After we completed our review, theuniversity
provided therequired inventory of government property.

We questioned atotal of $248,285 in project costs, including thein-kind
costs mentioned above, aswell as$31,318 for equipment purchases made
beforethe start of the award period. The recipient has been reimbursed
$137,304, which is $30,217 more than the amount of federal funds
earned. The Department closed out the grant and deobligated $25,709in
grant fundsin April 1998.

Werecommended that the Department disallow the questioned costsand
recover the$30,217 in excessdisbursements, deobligate theremaining
$117,192 in grant funds, and ensure that the grantee’ sinventory of its
government property containsall therequired information. Theuniversity
agreed with all of our recommendations. (Atlanta Regional Office of
Audits: ATL-12645)
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Protection of U.S. Intellectual Property
Rights Overseas Should Be Strengthened

Thelntellectual Property and Communications OmnibusReform Act of
1999 requires USPTO to advise the President on certain international
intellectual property policy issuesand to advise other federal agencieson
intellectual property protection overseas. Throughits Officeof Legidative
and International Affairs(OLIA), USPTO worksclosely withtheU.S.
Trade Representative and other federal agenciesto expand the protection
of U.S. intellectual property throughout theworld. The United States
maintainsalargesurplusof international tradeinintellectual property, with
receipts of $36.8 billion, versus paymentsof $11.3 billion, in 1998.
However, these figures do not reflect trade |osses dueto piracy. The
International Intellectual Property Alliance, acoalition of seventrade
associations, estimated that five U.S. copyright-based industriessuffered
tradelosses dueto piracy of morethan $12 billionin 62 selected countries
in 1998. Devel oping countrieswereresponsiblefor almost $8.8 billion of
these estimated | 0sses.

OLIA providestechnical assistanceto devel oping countriesthat aresetting
up or tryingtoimprovetheir intellectual property protection systems. This
assistance, which was provided to morethan 70 countriesin FY 1999,
includestraining programsin the United States, on-site assistance, and
reviewsof foreignlawsand regul ationsrelated toimplementingintellectual
property enforcement regimes. OL1A hasal so cosponsored training
programswiththeWorld Intellectual Property Organization (WIPO) and,
inFY 1999, devel oped anew intellectual property enforcement training
format to be used by other U.S. agencies and WIPO.

The Ol G conducted an audit of OLIA’ sinternational training and technical
assi stanceactivitiesand itscommunication and coordination with other
federal agenciesinvolvedin protectingintellectual property rights. Wea so
examined OLIA’ seffortsto monitor compliancewith the Agreement on
Trade-Related Aspectsof Intellectual Property Rights(TRIPS), which
requiresall World Trade Organization membersto providecertain
standardsof protectionfor intellectual property rights.

Wefoundthat OLIA ishighly respected for itsexpertiseininternational
intellectual property protectionissuesanditscritical involvementinthe
negotiation of treatiesand the drafting of implementing legid ation and
regulations. Recipientsof OLIA’ sadviceand assistance, including officials
of other federal agencies, tradeassociations, and foreign governments,
expressed great satisfactionwith OLIA’ sglobal activities. However, we
identified afew issuesthat warrant management’ sattentionin order to
maximize OLIA’sefficiency and effectiveness:
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OLIA’s international training efforts need improvement. Although
OLIA officialsindicated that they receive morerequestsfor training than
they can handle, they have not kept recordsto document the disposition of
training requests. Because such requests are expected to increase now that
the January 2000 deadlinefor World Trade Organization devel oping
country membersto comply with the TRIPS Agreement has passed, it is
even moreimportant for OLIA to establish controlsto ensurethat all
reguestsreceive appropriate attention. OL 1A also needsto maximizethe
impact of itslimited trai ning resourcesby considering alternativetraining
methods, such as conducting joint sessionswith WIPO or industry
associations, and using contractorsor thelnternet for training. Moreover,
OLIA should devel op proceduresto measuretheresultsof itseffortsto
protect intellectual property rights, asrequired by GPRA.

OLIA needs to improve its controls over federal agencies’ requests
for advice and analysis. Although OLIA providesagreat deal of advice
and analysisto other federal agencies, it hasnot adequately controlled and
documented thisworkload. M oreover, many of therequestsare urgent
oral requests, yet prioritiesare not established for them, and thereare no
controlsto ensurethat they are responded to promptly. With requests
expected to increase, OLIA should ensurethat they are adequately
controlled, and should document the results of itsanalyses of proposed
foreignlawsand regulationsgoverning intellectual property rights.

OLIA should initiate discussions toward a strategy for monitoring
and reporting on TRIPS compliance by developing countries. Inthe
absence of alegal requirement that it systematically monitor and report on
compliance before the TRIPS Agreement deadlines of January 1, 2000,
for devel oping countriesand January 1, 2006, for |east-devel oped coun-
tries, OLIA hasreviewed devel oping countrieson acountry-by-country
basison request, but has not assessed overall compliance sincethe
agreement’ simplementationin 1995. Asaresult, OLIA wasunableto
provideastatusreport on these countries' compliance at any giventime.
Such areport, though not legally required, would provideastronger basis
for making policy determinationsand for efficiently allocating training and
enforcement resources, and would enable USPT O to better fulfill its
advisory mission as mandated in the 1999 act.

We made anumber of recommendationsaimed at strengthening OLIA’s
effortsto protect U.S. intellectual property rightsoverseas. USPTO
generally agreed with our findings, and has already planned or taken some
actionstoimplement our recommendations. For example, OLIA has
established a system to track due dates and compl etion datesfor responses
to requestsfor advice and analysisfrom other federal agencies. (Business
and Trade Audits Division: BTD-11747)
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Improved Internal Controls Needed
for Office of Human Resources

USPTO' sworkload has grown by almost 75 percent since 1992, and to
keep pace, the agency hasincreased the size of its examining and associ-
ated support staff. USPTO’ srecruitment and retention needs have placed
heavy demands on its Office of Human Resources (OHR). New staff hired
totaled 976 in FY 1998, 1,187 in FY 1999, and 208 during the first six
monthsof FY 2000. Separations, which also require OHR services, have
also been significant: 252 employees|eft the agency between October
1998 and March 11, 2000.

The OIG conducted an audit of OHR, focusing onitsinternal controls
over hiring actions, including background investigations, and over recorded
personnel actionsand employees’ officia personnel files. USPTO had
already identified these as problem areas and, just before we began our
audit, undertook aseriesof initiativesdesigned toimprove OHR opera-
tions. Wefound that, despite these changes, issues remain that warrant
continued management attention.

Improved System for Processing
Background Investigations Is Needed

Background investigations, required for each new employee, havenot
always been properly performed and documented. Asaresult, thereisno
assurancethat all personnel hired for certain examination and adminis-
trativefunctionswith accessto sensitive proprietary businessdatahave
passed the required investigations. Asof May 2000, OHR had not
submitted theformsnecessary to request background investigationsfor
113 employeeshired since October 1997. Moreover, documentation of
investigationsfor 1,626 employees hired since 1970—400 of whom were
hired since 1990—is not in the USPTO security database.

Theabsence of documentation could betheresult of either aninvestigation
not being requested or documentation of theinvestigation resultsnot being
recorded in the security database. Among the reasons offered by USPTO
for the situation were the large number of employees processed by OHR in
recent years, the 1:61 servicing ratio of OHR specialiststo employees, and
themultiple demands, including special projects, that have been placed on
OHR resources.

USPTO’ sAssociate Commissioner and Chief Financial Officer, whohas
management responsibility for OHR, hasinitiated actionsto addressthe
lapsesin OHR’ sprocessing of requestsfor background investigations.
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First, aschedule has been established to clear up the backlog of investiga-
tions. Second, responsibility for processing requestshasbeen transferred

to USPTO' s Office of Security, and three new security specialistsare
being hired to handlethisworkload. Finally, preappoi ntment checkswill be
conducted before an employee comeson board.

Internal Controls over Personnel Documents
and Official Files Are Inadequate

Several conditionsin OHR’ sfileroom indicate alack of adequateinternal
controlsover personnel action documentsand official personnel files.

Specificaly:

o Thousands of Personnel Action Forms Unfiled. An estimated
40,000 to 50,000 forms documenting personnel actionswere
unfiled. Without properly filed forms, aformal record doesnot
exist to support personnel actions.

[ Insufficient File Room Security. We observed that the OHR file
room isnot locked when employees|eave the room, thereare no
controlsover whoisallowed to seepersonnel files, and certain
employeesareallowed to remove personnel filesfrom theroom
without signing them out.

[ 10 percent of Personnel Files Not Located. Selectingarandom
sample of official personnel files, wefound that 10 percent of
them could not belocated. Projecting from our sample, we
estimate that personnel files of between 108 and 121 employees
hired between October 1998 and March 2000 cannot be located.

OHR has begun to draft proceduresto address these conditions, andis
considering hiring contract employeesto filethe backlogged personnel
actionforms.

We endorsed the measures that USPTO has planned to addressthe
identified deficiencies. However, because of the severity andlong history
of theproblemsand the sensitivity of background investigations, personnel
action documents, and official personnel files, werecommended that
USPTO’ sAssociate Commissioner and Chief Financial Officer periodically
report to the Under Secretary on the progress being made to addressthe
problems. USPTO concurred. (Business and Trade Audits Division:
BTD-12830)
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U.S. DEPARTMENT OF COMMERCE

TECHNOLOGY ADMINISTRATION

NIST Can Do More to Ensure Competition
in Its Research and Standards Program

During thissemiannual period, the Ol G reported onitsaudit of thecriteria,
procedures, and practicesfor soliciting, reviewing, and sel ecting applications
inFY 1997 for awards under NIST’ s M easurement and Engineering
Research and Standards Program (MERS). The audit was conducted as
part of aDepartment-widereview of Commerce’ sdiscretionary financial
assistance programs.

The objective of MERSisto provide scientific research for measurement
and engineering research and standards. During FY 1997, NIST processed
172 financial assistance awardsfor atotal of $26.9 million under MERS.
Of these 172 awards, 1 (for $6.5 million) was|egidlatively mandated, 46
(totaling $2.8 million) wereawarded competitively, but theremaining 125
(totaling $17.6 million) wereawarded noncompetitively, on asole-source
basi s, without appropriatejustification. The sole-source awards consisted of
66 new awards, for atotal of $8.1 million, and 59 renewals of or amend-
mentsto existing awards, totaling $9.5 million.

The competitive awards were made under three M ERS subprograms: the
Fire Research Grants program, the Precision M easurement Grants program,
and the M aterial s Science and Engineering L aboratory Grants program. For
each of these subprograms, NIST hasestablished and followed procedures
that aredesigned to resultin merit-based funding decisionsand that gener-
ally comply with the Department’ sminimum requirementsfor financial
assistanceawards.

However, wefound some areas needing improvement in these sub-
programs’ proceduresand practices. Specifically, NIST (1) insolicitation
noticesfor two of the subprograms, failed to specify the single type of
funding instrument to be used, (2) in the notice for one of the subprograms,
published misleading information about the duration of award proposal sthat
would beaccepted, (3) allowed the sel ecting official for onesubprogramto
also participatein proposal review panels, and (4) provided an unfair
advantageto certain grant renewal applicantsunder one subprogram. We
also found that the agency could enhance theindependence and objectivity
of futuregrant competitionsby inviting reviewersfromoutsideNIST and
the Department to serve on the panels.
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Thethree competitive subprograms, however, represent arelatively small
portion of overall MERSfunding. Most of the awards under the program
were awarded noncompetitively, on asole-sourcebasis. Wefound that
although NI ST’ sproceduresgoverning sole-sourceawardsrequirea
determination that the proposed recipient istheonly responsible source
that could accomplishthework, thewritten justificationsfor the sole-
sourceawardsdid not citeany factual support for such determinations,
such astheresultsof published solicitation notices. Inaddition, NIST’s
Grant Office did not take adequate stepsto verify these determinations.

NIST’ sextensive use of sole-source awards appearsto conflict with
departmental policy, whichencouragescompetitioninawardingfinancial
assistance. Weal so found that certain sole-source awards under one of the
M ERS subprogramsdid not comply with departmental guidancewhich
statesthat awards madein responseto an unsolicited proposal can be
made noncompetitively only if the project fallsoutsidethe goalsof a
competitiveprogram.

Finally, because NI ST doesnot havewritten proceduresfor renewing sole-
source awards, no determination of aproject’ scontinuingworthinessis
made beforerenewal . We believethat NIST needsto establish minimum
standardsto guidetechnical personnel in ng whether sole-source
awards should berenewed and, if renewal iswarranted, whether it should
bedoneon anoncompetitivebasis. Thesestandardswill help bring
consistency to NIST’ s sole-source renewalsand provide ameansfor it to
document that the renewal sare merit based and appropriate.

NIST agreed with 7 of the 10 recommendations we made to address our
findings. However, it did not agreeto (1) specify initssolicitation notices
for thetwo subprogramsthe singletype of funding instrument to be used,
(2) includeat least one proposal review panel member outside the super-
visory chain of command of the sel ecting official for future competitions
for onesubprogram, or (3) publicly announce proposed sol e-source
awards, request proposal sfrom interested parties, evaluateany applica
tionssubmitted, and makethe sel ection using competitive, merit-based
procedures. After considering NIST’ scomments, wereaffirmed our
recommendations. (Denver Regional Office of Audits: DEN-10958)
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OIG Briefs the Congress
on NIST Activities

In responseto arequest from the House Committee on Science’ s Technol-
ogy Subcommittee, on August 2, 2000, OI G staff briefed Subcommittee
staff ontwoissuesrelated to NIST: Planned construction and renovations
at itsBoulder, Colorado, campusand its support for the devel opment of
national building and firecodesfor Saudi Arabia.

Construction/Renovations
at Boulder Campus

First, the Committee asked us to determine the status and the specific
planned use of aproposed reprogramming of $8 million of Advanced
Technology Program fundsto be put toward NIST’ sBoulder campus
renovations. Second, we were asked to determinethe purpose of a
$500,000 request in NIST’ s FY 2001 budget for study or design of an
electrical system upgradeonitsBoulder campus.

Wefound that NIST planned to spend the $8 million for renovationson
two of itshighest priority projectsin Boulder—an el ectrical power upgrade
project and the renovation of Building 4. The electrical project, projected
to cost $5.9 million, isdesigned to address persistent power problemsby
replacing the current system, which ispartly above ground and proneto
disruptions, with aburied, secureline. The other $2.1 millionwasto be
spent to begin renovating Building 4 to accommodate theinstruments
shop, whichiscurrently occupying primelaboratory spacein Building 1.
Theremainder of the estimated $3.7 million needed to complete the
renovationswould befunded from future appropriations.

The $500,000 request for FY 2001 is related to the electrical project
describedinthe preceding paragraph, and would providefor thedesignfor
laying theunderground lineto the campus. Had the $8 million reprogram-
ming been approved, thisfunding would have nolonger been needed.

Although the Department determined that no fundswere availablefor the
reprogramming, our limitedinitial review led usto concludethat NIST's
plansfor the useof thefundsinvolvedinthereprogramming request
appeared reasonablein that the el ectrical project would haveprovided a
morereliable source of power, and renovating Building 4 would havefreed
up 12,200 squarefeet of prime laboratory space for programsthat need it.
Boulder, the older of thetwo NIST campuses, has significant renovation,
construction, safety, and maintenance needs. The agency estimates that
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Boulder has $64.4 million in deferred maintenance projects, and asthe site
ages, items continue to be added to thelist. However, we also
acknowledged that we had not recently assessed NI ST’ stotal construction
needs, itsprioritization of those needs, and any spending plan to address
them.

Building and Fire Code Activities
with the Kingdom of Saudi Arabia

Under a1996 memorandum of understanding (MOU), NIST provided
$625,000 to aU.S. building code organi zation to help promote the sale and
useof U.S. constructionindustry productsand servicesinforeign
countries. The Subcommittee asked that weinquireinto how thefunds
were spent. Related to thiswas adispute with Saudi Arabiaon building
codeswork under the MOU (roughly half the $625,000 was spent on the
Saudi Arabiaproject; most of the balance was spent on building code
projectsin the Caribbean). We were al so asked to report on the nature of
the dispute and providethe current status.

Our limited review of theavailabledocumentationindicated that most of
the funds spent under the MOU went for salariesand travel on projectsin
Saudi Arabiaand the Caribbean. The documentation listswhat appear to
belegitimate activities conducted with these funds under the MOU. NIST
believestheMOU'’ s purposeswereaccomplished—namely, assisting the
U.S. constructionindustry in gaining accessto globa markets by coop-
erating with thegovernmentsof other nationsand private organi zationsto
adopt U.S. construction codes, standards, and practices. The ultimate
value of thisproject will not beknown for several yearsuntil itisclear
whether U.S. firmsin fact have greater accessto those markets.

In February 1999, adispute arose between Saudi Arabiaand another U.S.
building code organizationinvolvedinthe project over the payment of
licensing and royalty feesfor thedraft building and fire codes. Asaresult,
at one point Saudi Arabiasuggested that it might abandon the MOU and
instead adopt European or Japanese building codes. On June 5, 2000, after
strenuous efforts by Department and NIST officials, an agreement was
reached under which the U.S. organization agreed to acompromise,
receiving only itsdirect costsfor the project and giving up any licensing or
royalty paymentsin order to resolvethe dispute. The codeswere delivered
to Saudi Arabiain July 2000, and the MOU has been renewed for another
3years. (Office of Inspections and Program Evaluations)
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NIST Scientist Pays $30,000
to Settle Government’s Claim

A senior NIST scientist agreed to pay the United States $30,000 to resolve
chargesthat he had violated the False Claims Act and federal conflict of
interest |aw in connection with the devel opment of arobotic deviceby his
division. An Ol G investigation found that the scientist owned apatent for a
stabilized lifting platform, which wasanintegral part of arobotic crane
being developed at NIST. During 1993 and 1994, he committed govern-
ment fundsallocated to hisdivision to develop and fine-tune the craneand
thereby enhancethevalue of hisown patent, without disclosing his
financial interest in the platform to the Department.

When the scientist’ s ownership of the platform patent came to the
Department’ s attention, he agreed to sell the patent to the government.
OIGinvestigators concluded that, by failing to disclosethat he had used
government resourcesto devel op the platform, the scientist madefalse
statementsto the Department’ s Office of General Counsel when hewas
negotiating the sale of his patent. The scientist disputed the OIG’ sfindings,
but entered into a settlement agreement after being notified of the
government’ sintentionto prosecuteitsclaimsthroughacivil lawsuit.
(Financial Fraud Division)
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Most Discretionary Funding Decisions Are
Merit-Based, but Processes Can Be Improved

Seven Commerce operating unitsadminister 72 discretionary financial
assistance programs providing morethan $1 billion ayear, or about a
quarter of the Department’ s budget, to state and local governments,
nonprofit and for-profit organizations, andindividuals. At therequest of
the Chairman, Senate Committee on Commerce, Science, and Trans-
portation, the Ol G conducted acomprehensive audit of the Department’ s
discretionary funding programstoidentify thelaws, regul ations, and
proceduresestablished to guide official sin making discretionary spending
decisions, to evaluatethe policiesand procedures applicableto Commerce
financial assistance programs, and to determineto what extent the policies
and procedureswerebeingfollowed.

Weclassified each of the 72 financial assistance programsasbeing either a
“full discretion” or “limited discretion” program, based on the extent to
whichitsauthorizing legidation limited the operating unit’ sauthority to
independently determinethe recipientsand amounts of theawards. We
classified 34 of the programsas|imited discretion programs, and the other
38 asfull discretion programs. Because 5 of thefull discretion programs
had beeninactivein recent years, we conducted individual auditsof the
remaining 33 and issued areport on each.

A primary purpose of the Federal Grant and Cooperative Agreement Actis
to encourage competitionin theaward of federal financial assistanceto the
maximum extent practicable, in order to ensurethat financial assistance
awards are made on the basis of merit. We therefore evaluated the 33
programson their adherenceto thefollowing threecritical elementsthat
OMB hasidentified asbeing essential to ensuring effective competition:

o Widespread solicitation of eligibleapplicantsand disclosure of
essential applicationand programinformationinwritten
solicitations.

o Independent application reviewsthat consistently apply written
programevaluation criteria.

o Writtenjustification for award decisionsthat deviatefrom
recommendations made by application reviewers.

After reporting on each of the 33 programs, wethen issued a“ capping”
report, summarizing theresultsof theindividual audits; identifying cross-
cuttingissues, highlighting best practices; identifying weaknessesin
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departmental policies, procedures, and practices; and offering recommen-
dationsfor correcting them.

Wefound that of the 33 full discretion programs, 21 (or nearly two-thirds),
accounting for about 92 percent of thetotal obligationsmadefor financial
assistanceprogramsin FY 1997, were administered competitively using
evaluation criteriadesigned to resultin merit-based funding decisions.
Neverthel ess, wefound opportunitiesfor the operating unitstoimprove
aspectsof their awards processes. Our findingsrelated to thethreecritical
elementsidentified by OMB are summarized below.

Solicitation and disclosure. All but 3 of the 21 competitive programs
were meeting the Department’ sminimum requirement of placing anotice
intheFederal Register soliciting applicationsfor funding and clearly
stating the criteriato be used in eval uating applications. We noted,
however, that many of the programs could improvethe effectiveness of
their solicitations by adopting other programs’ best practices, suchas
soliciting through Internet announcements, mailinglists, and trade
publications.

Independent application reviews. Eighteen of the21 competitive
programs used written competitive proceduresand merit-based criteriain
evaluating applicationsfor funding, but most of these programscould
enhancetheintegrity of their review processesby increasing theindepend-
ence of review panelsand better documenting theresultsof thereviews.
For example, only 7 of the 21 programs used panelsthat included at | east
one member from outside of the chain of command of the selecting
official, and only 12 of the 21 adequately documented their application
reviews.

Justification for decisions that deviate from recommendations. In
only 8 of the21 competitive programsdid selecting officials' decisions
deviatefrom panel recommendations. But the reasonsfor thedeviations
were not adequately documented in 5 of the 8 programs.

Twelveof the33full discretion programsdid not use competitive
proceduresin making award decisions, but instead obligated programfunds
through inadequately or inappropriately justified sole-source awards.
Although departmental and other federal guidelinesrecognizethat
individual proposalsmay bejustified for noncompetitivefunding onan
exception basis, an entire program shoul d generally not beadministered on
anoncompetitive basis, asthese 12 were, unless authorized by law. Absent
suchlegiglativedirection, there should bean appropriate basisand ade-
guatewritten justificationfor individual noncompetitiveawards.
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Although the Department haspoliciesand proceduresin placeto
encourage competitionintheaward of financial assistance, webelieve
that improvements can be made by institutionalizing best practicesand
strengthening Department-level technical assistance. Accordingly, to
augment the recommendationswe madein our reportson the 33individual
program audits, our capping report contai ned aseriesof recommendations
to the Department aimed at hel ping itsoperating unitsimprovetheir
financial assistanceaward processesby clarifying minimal departmental
expectationsfor competition and providing appropriatel eadership and
training.

Agreeing that opportunitiesexist toimprovethefinancial ass stanceaward
processes, the Department concurred in all of our recommendations. We
are pleased by the Department’ s concurrence and, in particular, by its
agreement toinstitutionalizethe recommended improvementsby incor-
porating theminto the departmental grantsand cooperative agreements
manual that is currently under development. (Atlanta Regional Office of
Audits: ATL-10835)

Improvements Are Needed in the Handling
of Interagency and Other Special Agreements

The Department of Commercereliesheavily on interagency and other
special agreementsto performitsmission. InFY 1997, for example, Com-
merce had more than 4,700 agreements, involving morethan $1 billionin
fundsreceived for reimbursable activitiesor obligated to acquiregoodsor
servicesfrom other parties. (Thetable on thefollowing page shows, by
bureau, thenumber of agreementsidentified and their estimated value.)
These agreements can be between Commerce bureaus or between a
bureau and another federal agency, astate or local government agency, an
educational institution, anonprofit organization, or aprivateparty.
Although agreementsinvol vesignificant federal resources, they arenot
subject to the same administrative control sas procurement contracts,
grants, or cooperative agreements.

The OIG recently issued thelast in aseries of reports on its Department-
widereview of interagency and special agreements. Thereport summar-
ized cross-cuttingissuesweidentified during our reviewsof the handling of
such agreementsat 10 Commerce bureausand during earlier reviews. In
addition toidentifying common problemsthat Commerce bureaushave
experienced in preparing and admini stering agreements, weal so highlighted
severa “best practices’ that may be helpful to the bureaus. A summary of
our findingsfollows:
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Bureau FY 1997 Agreements
Number Value
BXA 15 $2,342,000
EDA 33 14,929,000
ESA 756 213,509,000
ITA 109 36,209,000
MBDA 23 3,591,000
NOAA 2,038 470,015,000
NTIA 120 30,780,000
Office of the Secretary 206 23,970,000
TA 1,400 267,070,000
USPTO 55 49,215,000
Total 4,755 $1,111,630,000

Most of the agreements appeared to serve important and appropriate
functions. Most bureaus are using agreementsto cover activitiesthat
should be funded by an agreement and that further Commerce’ svaried
missions. Nevertheless, it isimportant to maintain diligent oversight of
such agreementsto prevent potential problems. For example, accepting too
much reimbursablework can divert aprogram fromitsprimary mission,
and operating aprogram in Commercethat isfunded and guided mostly by
another agency can prevent thegovernment fromrealizingtheefficiencies
that can be gained by properly placing thefunction in that agency.

Some bureaus have entered into informal arrangements without a
written agreement. During our reviews, we cameacrossinstancesin
which bureausimproperly performed work for other partieswithout the
benefit of awritten agreement. Conducting such activitieswithout a
written agreement viol atesdepartmental and agency policiesand putsthe
U.S. government’ sinterestsand credibility at risk.

Agreements have sometimes been used when a procurement contract
would have been more appropriate. Several bureauscircumvented
procurement lawsand regul ations by using agreementsinstead of procure-
ment contractsto acquire goods and services. Program officialsneed to be
informed, through training or other guidance, about how to best determine
when a procurement contract, rather than an agreement, isthe most
appropriateinstrument for an anticipated fundstransfer to aprivate entity.
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Agreements have sometimes been used when financial assistance
awards would have been more appropriate. During our reviews, we
guestioned whether some official sand staff wereinappropriately using
agreementsinlieu of grantsor cooperativeagreementsto providefinancial
assistance. In one bureau, agreementswere used instead of financial
assistance awardsto fund an entire program, although the nature of the
activity better fit the definition of acooperative agreement or agrant. We
pointed out that switching to afinancial assistance awardwouldimprove
thefunding process and strengthen the bureau’ sability to monitor projects.
Thebureauin question agreed, and has since switched to using coopera-
tive agreementsfor thisprogram. The Department needsto provide clear
instructionsand oversight to ensurethat agreementsare not used when the
appropriatefunding instrument isagrant or cooperative agreement.

The Department is improving the process for preparing and moni-
toring agreements. |n an earlier report, we urged the Department to take
astronger rolein overseeing how the bureausdraft, implement, and
administer agreements (see September 1998 issue, page 72). That report
al so discussed the most common deficienciesfound during our reviews,
includingafailureto comply withfederal requirementsandto receive
necessary programmatic, administrative, and legal reviews. Wearepleased
to note that the Department has made it a priority to develop Department-
wide guidancefor agreementsin theform of ahandbook, whichisto be
issued assoon aspossible.

Bureaus generally do not adequately track and control agreements. A
common problem we observed wasthat few bureaus adequately tracked
and controlled their agreements. Different bureaus had different ways of
classifying agreements, they frequently overlooked agreementsmadewith
other Commerce entities, and sometracked expired and inactive agree-
ments. Asaresult, wefound inconsistent reporting of agreementsamong
bureaus. In earlier reports, we recommended that both the Department and
the bureaus devel op databasesto track and control their agreements.
Although some progress hasbeen madein implementing our recommen-
dations, thismatter warrantsadditional management attention.

Some bureaus need to better ensure full cost recovery under reim-
bursable agreements. Considering thesignificant amount of reimbursable
work performed by the bureaus, full cost recovery isaseriousconcern. A
bureau’ sfailureto recover actual costsor to equitably apportion costs
under joint agreementscould resultinitsundercharging or overcharging
the sponsoring organi zationin circumvention of theappropriationsprocess.
Unfortunately, wefound many examples of Commerce bureaus not
adequately accounting for or recovering thefull costsof reimbursable
activities. To correct thisproblem, bureau chief financial officersand other
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senior managersneed to be held accountabl efor implementing reliablesys-
temsfor identifying and recovering thefull costsof reimbursableactivities.

We made anumber of recommendations to the Department to addressthe
Ccross-cutting concernsraised inour report. Theserecommendationswere
inaddition to thosemadein our 10 earlier reportscovering individual
bureaus. The Department agreed with our findingsand recommendations
and said that corrective actionswere underway. (Office of Inspections and
Program Evaluations: IPE-9460)

Critical Infrastructure Protection: Early
Strides Were Made, but Progress Has Slowed

Presidential Decision Directive 63, issued in May 1998, called for a
national effort to ensurethe security of thenation’ scritical infrastructures,
also known as minimum essential infrastructure (MEI), which arethe
physical and cyber-based assets essential to the minimum operations of the
economy and the government. Advancesininformation technology have
caused infrastructuresto becomeincreasingly automated and interlinked,
thereby creating new vulnerabilitiesto human error, natural disasters, and
physical and cyber-attacks.

The Department hasresponsibility for planning and executing aprogram
for protecting the assetsit manages, and the Chief Information Officer
(CIO) isresponsiblefor that program. To comply with thedirective, the
ClOhasdeveloped acritical infrastructure protection (CIP) plan, identified
the Department’ scritical infrastructure assets, and conducted vul nerability
assessments of some of those assets.

The OIG conducted areview to evaluate the Department’ s CIP plan,
identification of assets, and vulnerability assessmentsof itscyber-based
assets. We focused on the C1O’ s management of the CIP program, with
emphasison the seven operating unitscontaining themost critical assets:
NOAA, the Census Bureau, USPTO, BXA, NIST, BEA, and NTIA. Our
review was conducted as part of ajoint review involving 20 other federal
Officesof Inspector General.

Wefound that the Department had madeinitial progressinimplementing
thedirective by devel oping aDepartment-wide CIPplan, identifying criti-
cal infrastructureassets, and initiating vulnerability assessments. However,
wealsoidentified several areasthat warrant management attention:

[ The Department’s CIP plan needs to be revised. Several
elementsof the plan are outdated or missing, and important
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milestoneshavedipped. Theasset inventory, vulnerability
assessment framework, and budget estimatesincludedintheplan
arenot current. Among the omissionsarerequirementsfor
reviewing new assetsto determinewhether they should be
included asMEl, periodically updating vul nerability assessments,
devel oping asystem for respondingtoinfrastructure attacks, and
notifying the OI G of such attacks. Progressinimplementing the
directive has been sl ower than expected because of alack of
funding. The ClO informed usthat hisoffice planstorevisethe
CIP plan by November 2000. We recommended that the revised
planincludethe updated and omitted components.

The MEI asset inventory should be reevaluated. Althougha
systematic processwasappliedin compiling theinventory, the
datagathering had significant limitations. In most cases, asset
managerswereneither interviewed nor given adequate guidance
beforefilling out complex questionnaires used to gather asset
information. Officialsmost knowledgeable about the assetswere
seldominterviewed because of logistical problemsandthelimited
resourcesavailablefor theinventory. Establishing areliable MEI
inventory isimportant becauseit formsthe basisfor later
activities, such asselecting the highest risk assetsfor vulnerability
assessmentsand taking remedial actions. Werecommended that
the Department reevaluateits MEI assetsusing arevised
methodol ogy that includesimproved guidanceand increased
interactionwith the operating units.

Vulnerability assessments, remediation plans, and budget
justifications need to be completed. OMB will not provide
fundingfor CIP activitieswithout detailed budget requestsbased
onvulnerability assessmentsand remediation plans. Dueto
resource constraints, however, the Department has current
vulnerability assessmentsfor lessthan 10 percent of MEI assets
and has not devel oped any remediation plans. Asaresult, it has
received no funding for CIP activities. Because of theimportance
of protecting the Department’ scritical assets and the need for CIP
funding, we recommended that the CI O form assessment teams of
personnel from the Department and the bureaus, and hold operat-
ing units—supported by theseteams—accountablefor completing
vulnerability assessments, remediation plans, and improved CIP
budget judtifications.

The CIO recognized the merit of our recommendations, but reiterated that
thelack of funding for CIP activitiesimpedesthe Department’ sprogressin
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implementing the directive. He stated that the Department’ sfocuswill be
on thebroad spectrum of information technol ogy security, which
emphasizesassetscritical to the Department’ s mission and includes most
cyber-based MEI assets.

Healso reported that short-term actionswere being taken to implement
several of our recommendations, including improving guidanceto operating
unit personnel involved in vulnerability assessmentsand increasing their
involvement inthe MEI asset inventory, revising the MEI asset lit,
revising target datesfor completing Cl P-rel ated tasks, eval uating new
assetsto determine whether they should beincluded asMEI, and

devel oping amechanismfor notifying the Ol G of infrastructure attacks.
The CIO will make major revisionsto the CIP plan and incorporate the
remai ning outdated or missing el ementsasresourcespermit. Inaddition,
the Department plansto prepare remediation plans as assets are assessed
for vulnerabilitiesand usethese plansto devel op budget projections.
(Office of Systems Evaluation: OSE-12680)

Controls over Approvals for and Testing
of CAMS Software Need Improvement

During thissemiannual period, the OI G reported on the adequacy of
controlsover application software devel opment and change control of the
Commerce Administrative Management System Support Center. Applica-
tion software devel opment and change control, which hel psprevent the
implementation of unauthorized programsor modificationsto existing
programs, isoneof six areasidentified for review by GAO’ sFederal
Information System Controls Audit Manual. Theother fiveareaswere
addressed in an OI G report issued last February (see March 2000 issue,

page 86).

The Department undertook the development of CAM Sto addressitslack
of asingle, integrated financial system. CAMSiscurrently functional at the
Census Bureau, and certain system modul es are being used by EDA and
NOAA. The system is projected to be fully implemented by FY 2004. The
Support Center, located in Gaithersburg, Maryland, isresponsiblefor
making changesto CAM Saspart of its software development and
implementation activities.

Our audit reveal ed that al though the Support Center issued new software
development and maintenance proceduresin May 2000 and hastaken
other stepstoimproveitsoperations, additional improvementswere
needed inthe controlsover approval sof softwarefeaturesand modifi-
cations, and thetesting of new and revised software. Specificaly:

Commerce OIG Semiannual Report ‘
September 2000



Departmental Management

[ One person was serving as the director of two Support Center
divisions with conflicting responsibilities. Allowing one person
to haveresponsibility over conflicting dutiesdecreaseseffective
planning and management and increasesrisk.

o Decisions to change CAMS have not been adequately
documented. Failing to document approval sof software changes
[imitsmanagement’ sability to support andjustify itsdecisions.

[ System testing is not performed for most CAMS modules. A
lack of complete system testing reducesthe Support Center’s
assurancethat the software will operate asintended.

® System documentation does not reflect the current state of
CAMS software. Thelack of up-to-datedocumentationincreases
therisk that the software may not meet operational needs, and
couldresultin significant delaysand unnecessary costswhen
future modifications are madeto the software.

Werecommended that the Department segregate dutieshaving conflicting
internal control responsibilities, document all decisionsthat support
approved changesto CAMS, perform system testing of all CAM Smodules
and document the results, and update system documentation to reflect the
current version of the software.

TheDepartment generally agreed with our findingsand described actions
that had beeninitiated toimplement our recommendeations. Specifically,
the Support Center has hired anew director for one of thetwo divisionsto
correct the problem of conflicting responsibilities, required that documen-
tation bemaintained for all decision bodiesassociated with CAMS, taken
stepsto have all CAMS modules be subject to full system testing by May
2001, and begun an assessment of the state of systems documentation.
(Financial Statements Audits Division: FSD-12940)

Employee Receives 14-Day Suspension
for False Statement in OIG Investigation

An Office of Security employeewas suspended for 14 daysfor making a
falsestatement during an official inquiry. Duringan Ol G investigation, the
employee provided asworn statement in which hefalsely asserted that he
had not been paid for administratively uncontrollable overtime, although he
had, infact, received overtime payments during therelevant time period.
(Washington Field Office of Investigations)
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Preaward Financial Assistance Screening

We continueto work with the Office of Executive Budgeting and Assist-
ance Management, NOAA and NIST grant offices, and EDA program
officesto screen the Department’ sproposed grantsand cooperative
agreementsbeforeaward. Our screening servestwo functions: It provides
information onwhether the applicant hasunresol ved audit findingsand
recommendationson earlier awards, and it determineswhether aname
check or investigation hasreveal ed any negativehistory onindividualsor
organi zations connected with aproposed award.

During this period, we screened 1,488 proposed awards. On 13 of the
awards, wefound major deficienciesthat could affect the ability of the
proposed reci pientsto maintain proper control over federal funds. Onthe
basisof theinformation we provided, the Department either delayed the
awardsuntil concernsweresatisfactorily resolved or established special
award conditionsto adequately safeguard federal funds.

Preaward Screening Results

Results Number Amount
Awards delayed to resolve concerns 12 $34,065,802
Special award conditions established 1 680,632

Indirect Cost Rates

Under OMB policy, asinglefederal agency—the* cognizant agency” —is
responsiblefor thereview, negotiation, and approval of indirect cost rates
for public and private entitiesreceiving fundsunder variousfederal
programs. Normally, thefederal agency providing themost direct funding
to an entity isdesignated asits cognizant agency. OMB has designated
Commerce asthe cognizant agency for 280 economic devel opment
districts, aswell asanumber of state and local government units. From
timeto time, the Department al so hasoversight responsibilitiesfor other
recipient organizations. The Department has authorized the Ol G to
negotiateindirect cost ratesand review cost allocation plansonitsbehalf.
The Ol G reviewsand approvesthe methodol ogy and principlesusedin
poolingindirect costsand establishing an appropriate basefor distributing
those coststo ensurethat each federal, state, and local program bearsits
fair share.
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During this period, we negotiated 23 indirect cost rate agreementswith
nonprofit organizationsand governmental agencies, and reviewed and
approved 22 cost all ocation plans. We al so provided technical assistanceto
recipientsof Commerce awards regarding the use of rates established by
other federal agenciesand their applicability to our awards. Further, we
haveworked closely with first-timefor-profit recipientsof Commerce
awardsto establishindirect cost proposal sthat are acceptablefor OIG
review. (Atlanta Regional Office of Audits)

Nonfederal Audit Activities

In addition to Ol G-performed audits, the Department’ sfinancial assistance
recipientsare periodically audited by state and|ocal government auditors
and by independent public accountants. OMB Circular A-133, Audits of
States, Local Governments, and Non-Profit Organizations, setsforththe
audit requirementsfor most of theseaudits. For-profit organizationsthat
receive Advanced Technology Program (ATP) fundsfrom NIST are
audited in accordancewith Government Auditing Standards and NIST
Program-Specific Audit Guidelines for ATP Cooperative Agreements,
issued by the Department.

Weexamined 350 audit reportsduring thissemiannual period to determine
whether they contained any audit findingsrelated to Department
programs. For 236 of these reports, the Department acts as oversight
agency and monitorstheauditee’ scompliance with the applicable OMB
circularsor theNIST program-specific reporting requirements. The other
114 reportsarefrom entitiesfor which other federal agencieshave

oversight responsibility.

ATP
omMB Program-
A-133 Specific
Report Category Audits Audits Total

Pending (April 1, 2000) 15 96 111
Received 180 100 280
Examined 188 162 350
Pending (September 30, 2000) 7 34 41
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Thefollowing table showsabreakdown by bureau of the$511 millionin
Commercefundsaudited.

* Includes $228,123,958 in ATP program-specific audits.

Bureau Funds
EDA $75,909,682
ITA 576,678
MBDA 2,269,914
NIST 266,624,602*
NOAA 133,905,971
NTIA 3,799,918
Agency not identified 27,617,737
Total $510,704,502

Weidentified atotal of $3,578,891 in questioned costs. In most reports,
the Department’ sprogramswere considered nonmajor, resulting inlimited
transaction and compliancetesting against laws, regulations, and grant
termsand conditions. The 23 reportswith Commercefindingsarelistedin
Appendix B-1. (Atlanta Regional Office of Audits)
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Reporting Requirements

INDEX
The Inspector General Act of 1978, as amended (1988), specifies reporting requirements for semiannual
reports. The requirements are listed below and indexed to the applicable pages of this report.
Section Topic Page
4(a)(2) Review of Legislation and Regulations 83
5(a)(1) Significant Problems, Abuses, and Deficiencies 21-81
5(a)(2) Significant Recommendations for Corrective Action 21-81
5(a)(3) Prior Significant Recommendations Unimplemented 83
5(a)(4) Matters Referred to Prosecutive Authorities 21-81
5(a)(5) and 6(b)(2) Information or Assistance Refused 83
5(a)(6) Listing of Audit Reports 91-95
5(a)(7) Summary of Significant Reports 21-81
5(a)(8) Audit Reports—Questioned Costs 88
5(a)(9) Audit Reports—Funds to Be Put to Better Use 89
5(a)(10) Prior Audit Reports Unresolved 19,84
5(a)(11) Significant Revised Management Decisions 19, 84
5(a)(12) Significant Management Decisions with Which the OIG Disagreed 85
The OIG is also required by section 804(b) of the Federal Financial Management Improvement Act of 1996
to report on instances and reasons when an agency has not met the dates of its remediation plan. We will
discuss this matter in the March 2001 issue as part of our financial statement audit reporting.
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Section 4(a)(2): Review of
Legislation and Regulations

Thissection requiresthe Inspector General of each agency to review
existing and proposed | egidl ation and regul ationsrel ating to that agency’ s
programs and operations. Based on that review, the Inspector General is
required to make recommendationsinthe semiannual report concerning
theimpact of such |egislation or regul ations on the economy and
efficiency intheadministration of programsand operationsadministered
or financed by the agency or on the prevention and detection of fraud and
abusein those programsand operations. Our commentsconcerning
legidlativeand regulatory initiatives affecting Commerce programsare
discussed in appropriate sectionsof thereport.

Section 5(a)(3): Prior Significant
Recommendations Unimplemented

Thissection requiresanidentification of each significant recommendation
described in previoussemiannual reportson which correctiveaction has
not been completed. Section 5(b) requiresthat the Secretary transmit to
the Congress statistical tablesfor audit reportsfor which nofinal action
has been taken, plus an explanation of the reasonsfinal action hasnot
been taken on each such report, except when the management decision
was made within the preceding year.

Toincludealist of all significant unimplemented recommendationsinthis
report would beduplicative, costly, unwieldy, and of limited valuetothe
Congress. Any list would havemeaning only if explanationsdetailed
whether adeguate progressisbeing madeto implement each agreed-upon
correctiveaction. Also, asthissemiannual report wasbeing prepared,
management wasin the process of updating the Department’ sAudit
Tracking System as of September 30, 2000, based on semiannual status
reports due from the bureausin mid-October. An accurate database was
therefore not availableto the OI G for reference here. However, additional
information on the status of any audit recommendations may be obtai ned
through the OI G’ sOffice of Audits.

Sections 5(a)(5) and 6(b)(2): Information
or Assistance Refused

These sectionsrequire asummary of each report to the Secretary when
access, information, or assi stance has been unreasonably refused or not
provided. Therewereno suchinstances during thissemiannual period,
and no reportsto the Secretary.
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Section 5(a)(10): Prior Audit Reports Unresolved

This section requiresasummary of each audit report issued before the
beginning of thereporting period for which no management decision has
been made by the end of the reporting period (including the dateand title
of each such report), an explanation of the reasons such management
decision has not been made, and astatement concerning thedesired
timetabl efor achieving amanagement decision on each such report.

Asof September 30, 2000, one performance audit and onefinancial
assistance audit werein thiscategory, asdiscussed bel ow.

Performance Audit

Theunresolved report addressesthe need for NOAA to improvethe
competitivereview practicesof OAR’ sClimateand Atmospheric Research
Program. Thisreport is discussed on page 56.

Financial Assistance Audit

The unresolved audit relatesto an EDA award to anonprofit granteein
Texas. Thereport is discussed on page 25.

Section 5(a)(11): Significant Revised
Management Decisions

Thissection requiresan explanation of thereasonsfor any significant re-
vised management decision madeduring thereporting period. Department
Administrative Order 213-5, Audit Resolution and Follow-up, provides
proceduresfor revision of amanagement decision. For performance
audits, the Ol G must be consulted and must approve, in advance, any
modification to an audit action plan. For financial assistance audits, the

OI G must concur with any decision that would change the audit resolution
proposal inresponseto an appeal by the recipient.

Thedecisionsissued on the seven appeal s of audit-related debtswere
finalized with thefull participation and concurrence of the OIG.

Commerce OIG Semiannual Report
September 2000



Reporting Requirements

Section 5(a)(12): Significant Management
Decisions with Which the OIG Disagreed

Thissection requiresinformation concerning any significant management
decisionwithwhichtheInspector General isin disagreement.

Department Administrative Order 213-5 providesproceduresfor theeleva-
tion of unresolved audit recommendationsto higher level sof Department
and Ol G management, including an Audit Resolution Council. Duringthis
period, no audit issueswerereferred to the Council.
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Statistical Highlights

4 Audit )

Statistical Highlights

Questioned costs this period .............ccoovveiiiiiiiiiiiinieeeeeeees $4,488,978

Value of audit recommendations made

this period that funds be put to better use ..................... 2,107,989

Value of audit recommendations agreed

to this period by management .............cccciiiiiiiiiiiiiiinnnn, 13,927,695

Value of inspection recommendations made

(his period that funds be put to better use .................. ... 489,701J
(- Investigative )
Statistical Highlights
Indictments and iINfOrMAatioNS ...........uivniieiiiee e 6
(©00] 017 (o1 1 0] 1 3
g £Y0] 01 =] = Tod 10 4 1S 7
Fines, restitutions, judgments, and other civil
and admIiniStrative rECOVEIES ........uvuniieiieiiiieieeieeeeeeeieeanas $86,013
* Includes removals, suspensions, reprimands, demotions, and resignations or retirements in
lieu of adverse action.

J

4 Allegations Processed )
by OIG Investigators
Accepted forinvestigation ..........c.ccocevveeiieneiienens 34
Referred to operating Units .........c.ccoeeveeeseeneenennen. 406
Evaluated but not accepted for
investigation orreferral ...........ccoocvevviieiviiesieenen, 159
O 599

Note: Numerous other allegations and complaints were forwarded
to the appropriate federal and nonfederal investigative agencies.

OIG HOTLINE

Telephone: (202) 482-2495 or (800) 424-5197
k Internet E-Mail:  oighotline@doc.gov J
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TABLES

1. Audits with Questioned Costs 88

2. Audits with Recommendations That Funds Be Put to Better Use 89

APPENDIXES

A. Office of Inspector General Reports 90
A-1. Performance Audits 91
A-2. Inspections 92
A-3. Financial Related Audits 93

B. Processed Reports 94
B-1. Processed Financial Related Audits 94

DEFINITIONS

The term questioned costrefers to a cost that is questioned by the OIG because of (1) an alleged violation of a
provision of a law, regulation, contract, grant, cooperative agreement, or other agreement or document governing the
expenditure of funds; (2) a finding that, at the time of the audit, such cost is not supported by adequate documentation; or
(3) a finding that an expenditure of funds for the intended purpose is unnecessary or unreasonable.

The term unsupported cost refers to a cost that, at the time of the audit, is not supported by adequate documentation.
Questioned costs include unsupported costs.

The term recommendation that funds be put to better use refers to a recommendation by the OIG that funds could be
used more efficiently if Commerce management took action to implement and complete the recommendation, including
(1) reductions in outlays; (2) deobligation of funds from programs or operations; (3) withdrawal of interest subsidy costs
on loans or loan guarantees, insurance, or bonds; (4) costs not incurred by implementing recommended improvements
related to Commerce, a contractor, or a grantee; (5) avoidance of unnecessary expenditures identified in preaward
reviews of contracts or grant agreements; or (6) any other savings that are specifically identified.

The term management decision refers to management’s evaluation of the findings and recommendations included in
the audit report and the issuance of a final decision by management concerning its response.
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Table 1: Audits with Questioned Costs

Report Category

Number

Questioned
Costs

Unsupported
Costs

A.

Reports for which ho management decision had been
made by the commencement of the reporting period

$458,369

$301,347

. Reports issued during the reporting period

4,488,978

1,454,632

Total reports (A+B) requiring a management decision
during the reporting period

4,947,347

1,755,979

. Reports for which a management decision was made
during the reporting period

271,725

114,703

i. Value of disallowed costs

177,695

114,392

ii. Value of costs not disallowed

94,030

311

. Reports for which no management decision had been
made by the end of the reporting period

$4,675,622

$1,641,276

Notes and Explanations:

In Category C, lines i and ii do not always equal the total on line C since resolution may result in values greater than the

original recommendations.

Two audit reports included in this table are also included in the reports with recommendations that funds be put to better

use (see table 2). However, the dollar amounts do not overlap.
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Table 2: Audits with Recommendations
That Funds Be Put to Better Use

Report Category Value

A. Reports for which no management decision had been made by the $17,977,000
commencement of the reporting period

. Reports issued during the reporting period 2,107,989

Total reports (A+B) requiring a management decision during the 20,084,989
reporting period

. Reports for which a management decision was made during the 19,927,000
reporting period

i. Value of recommendations agreed to by management 13,750,000

ii. Value of recommendations not agreed to by management 6,177,000

. Reports for which no management decision had been made by the 157,989
end of the reporting period

Notes and Explanations:

In Category C, lines i and ii do not always equal the total on line C since resolution may result in values greater than
the original recommendations.

Two audit reports included in this table are also included in the reports with questioned costs (see table 1). However,
the dollar amounts do not overlap.
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Appendix A. Office of Inspector General Reports
Type Number Appendix
Performance Audits 13 A-1
Inspections 9 A-2
Financial Related Audits 6 A-3
Total 28
% e Ol Geptember 2000
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Appendix A-1. Performance Audits

Agency

Subject

Number

BXA

Reporting of Performance Measures Needs Improvement

FSD-12847

ESA

Agreed-Upon Procedures and Results Assessment of Federal Audit
Clearinghouse Database: Fiscal Year 1998 Audit Reports

ATL-12556

Decennial Census Warehousing Operations Needed Attention

DEN-11950

Review of Special Population Enumerations and Questionnaire
Assistance Centers

ESD-12593

Re-enumeration at Three Local Census Offices in Florida: Hialeah,
Broward South, and Homestead

ESD-13215

Improvements Are Needed in the Northwest Fisheries Science Center
Use of Bankcards

STL-12555

Small Business Innovation Research Program Award Procedures Need
Improvement, CFDA No. 11.476

DEN-11001

Reporting of Performance Measures Needs Improvement

FSD-12856

Most Departmental Discretionary Funding Decisions Are Competitive
and Merit-Based, but Opportunities Exist to Further Improve the Awards
Processes

ATL-10835

Improvements Needed in Controls Over Approvals for and Testing of
CAMS Software

FSD-12940

Efforts to Protect U.S. Intellectual Property Rights Overseas Should Be
Strengthened

BTD-11747

Improved Internal Controls Needed for Office of Human Resources

BTD-12830

TA-NIST

Measurement and Engineering Research and Standards Program
Should Expand Use of Competitive Award Procedures
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Appendix A-2. Inspections

Funds to Be
Put to Better
Subject Number Use

Telephone Questionnaire Assistance Contract Needs OSE-12376
Administration and Surveillance Plan

Local Census Offices Were Successfully Opened, but Some IPE-11573
Lessons Can Be Learned From Decennial Leasing Operations

Review of the Special Census of the Village of Machesney IPE-12045
Park, lllinois

A Better Strategy Is Needed for Managing the Nation’s Master OSE-12065
Address File

Unjustified Decennial Census Unemployment Compensation IPE-13212
Claims Should Be Reduced Because Terminations for Cause
Were Mostly Well Documented

US&FCS Overseas Security: Results and Improved IPE-12708
Management Are Needed

Raleigh Weather Forecast Office Provides Valuable Services, IPE-12661
but Needs Improved Management and Internal Controls

Improvements Are Needed in Commerce Agencies’ IPE-9460
Implementation and Oversight of Interagency and Other
Special Agreements

Critical Infrastructure Protection: Early Strides Were Made, but OSE-12680
Planning and Implementation Have Slowed
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Appendix A-3. Financial Related Audits

Funds to
Questioned | Unsupported | Be Put to
Auditee Number Costs Costs Better Use

Quality Control Review DEN-12071
of Rehmann Robson,
CPAs & Consultants, for
the Single Audit of the
County of losco, MI

City of Long Beach, CA | STL-12658(1)

City of Long Beach, CA | STL-12658(2)

Iron Range Resources DEN-13441 $1,950,000
and Rehabilitation
Board, MN

San Francisco Minority | STL-11406
Business Development
Center, operated by the
Urban Economic

Development Corp., CA

University of New ATL-12645 09/00 117,191 102,408 132,797
Mexico

Note: The questioned costs and unsupported costs include only the federal share of the total questioned and unsupported costs cited in the
reports.
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Appendix B. Processed Reports

The Office of Inspector General reviewed and accepted 350 financial-related audit
reports prepared by independent public accountants and local, state, and other federal
auditors. The reports processed with questioned costs, recommendations that funds be
put to better use, and/or nonfinancial recommendations are listed in Appendix B-1.

Agency Audits

Economic Development Administration

International Trade Administration

Minority Business Development Agency

National Institute of Standards and Technology

National Oceanic and Atmospheric Administration

National Telecommunications and Information Administration

Multi-Agency

Agency Not Identified

Total

* Includes 162 ATP program-specific audits.

Appendix B-1. Processed Financial Related Audits

Questioned | Unsupported
Agency Auditee Number Costs Costs

EDA Franklin County Area Development ATL-9999-0-0269
Corporation, PA

Economic Development Bank for Puerto] ATL-9999-0-0306
Rico

Jackson County, MS ATL-9999-0-0397
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Appendix B-1. Processed Financial Related Audits—Continued

Agency

Auditee

Number

Questioned
Costs

Unsupported
Costs

EDA

Calstart, Inc., CA

ATL-9999-0-0434

79,407

Black Hawk County, IA

ATL-9999-0-0436

205,113

Northern Hills Community Development,
Inc., SD

ATL-9999-0-0511

166,500

City of Rio Grande City, TX

ATL-9999-0-0541

41,625

MassDevelopment, MA

ATL-9999-0-0575

TA-NIST

Qualicon, Inc., DE

ATL-9999-0-0006

32,757

Vitria Technology, Inc., CA

ATL-9999-0-0016

269,461

148,163

S| Diamond Technology, Inc., TX

ATL-9999-0-0017

147,285

63,152

Utah Health Informatics Company

ATL-9999-0-0057

575,490

413,197

BusinessBots, Inc., CA

ATL-9999-0-0064

165,458

77,420

Integra LifeSciences Corporation, NY

ATL-9999-0-0072

79,520

48,445

Solectria Corporation, MA

ATL-9999-0-0090

7,485

7,485

NCR Corporation, Parallel Systems,
Inc., CA

ATL-9999-0-0091

139,165

Ceramatec, Inc., UT

ATL-9999-0-0143

08/00

929,060

Computer Associates International, Inc.,
OH

ATL-9999-0-0202

09/00

185,748

Applied Sciences, Inc., OH

ATL-9999-0-0247

06/00

21,031

Rhode Island Manufacturing Extension
Services, Inc.

ATL-9999-0-0307

08/00

138,527

United States Surgical, MA

ATL-9999-0-0362

08/00

6,621

Johnson & Johnson, Corporate
Biomaterials Center, NJ

ATL-9999-0-0451

08/00

207,000

153,000

Arkansas Science and Technology
Authority

ATL-9999-0-0484

08/00

156,963

156,963

Note: The questioned costs and unsupported costs include only the federal share of the total questioned and unsupported costs cited in the reports.
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Definitions of Types of OIG Reviews

[

Audits

Performance Audits—Theseauditslook at the
efficiency, effectiveness, and economy of the
Department’ s programs, activities, and information
technology systems. They may check aunit’s
compliancewith lawsand regulations, and eval uate
itssuccessin achieving program objectives.

Financial Related Audits—These auditsreview the
Department’ s contracts, grants, cooperative agree-
ments, loans, and |oan guaranties. They assess
compliance with laws, regulations, and award terms;
adequacy of accounting systems and internal con-
trols; allowance of costs; and the degreeto which a
project achieved theintended resullts.

Financial Statements Audits—The CFO Act, as
amended by Government Management Reform Act,
requiresfederal agenciesto prepare annual financial
statements and to subject them to audit. The OIG is
responsi blefor conducting these audits and reporting
the resultsto the Secretary.

\_

OIG Reviews

\

Inspections

Operational Inspections—Thesearereviews of an
activity, unit, or office, or acontractor or organiza-
tion that receivesfundsfrom the Department. They
focus on an organization, not awhole program, and
are designed to give agency managerstimely infor-
mation about operations, including current and
foreseeable problems.

Program Evaluations—These arein-depth reviews
of specific management issues, policies, or
programs.

Systems Evaluations—T hese are reviews of
system devel opment, acquisitions, operations, and
policy in order toimprove efficiency and
effectiveness. They focus on Department-wide
computer systems and other technol ogies and
addressall project phases, including business
process reengineering, system definition, system
devel opment, deployment, operations, and

mai ntenance.

Commerce OIG Semiannual Report
September 2000



AT P Advanced Technology Program
AWIPS . Advanced Weather Interactive Processing System
BE A Bureau of Economic Analysis
B X A Bureau of Export Administration
CAMS. Commerce Administrative Management System
CRDA . Catalog of Domestic Financial Assistance
1 Chief Financial Officer
ClO . Chief Information Officer
CIP critical infrastructure protection
ED A Economic Development Administration
ESA. Economics and Statistics Administration
GAO . General Accounting Office
GPRA Government Performance and Results Act
GO A General Services Administration
GW A C government-wide agency contract
G Inspector General
LT A e e International Trade Administration
JEMIP . Joint Financial Management Improvement Program
M A Master Address File
MBD A Minority Business Development Agency
MEL . . e e minimum essential infrastructure
MERS. . ... Measurement and Engineering Standards and Research
MOU . . memorandum of understanding
NIST National Institute of Standards and Technology
NMES . National Marine Fisheries Service
NOAA. National Oceanic and Atmospheric Administration
NTIA. . National Telecommunications and Information Administration
NS . National Technical Information Service
NV S L National Wesather Service
OHR Office of Human Resources
Ol G . Office of Inspector General
OLIA . Office of Legidative and International Affairs
OM B . . Office of Management and Budget
PB O, . performance-based organization
R . L revolving loan fund
SBIR . Small Business Innovation Research
T A Technology Administration
TIGER® ......... ...t Topographically Integrated Geographic Encoding and Referencing
TRIPS. . ... ... Agreement on Trade-Related Aspects of Intellectual Property Rights
TOA L Telephone Questionnaire Assistance
USEFCS. . U.S. and Foreign Commercial Service
USPT O . . U.S. Patent and Trademark Office
WIPO . World Intellectual Property Organization
WO . weather forecast office
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Eln Memoriami

The Office of Inspector General dedicates this Semiannual Report to the memory of Douglas
Powell and Charles Rodgers.

Douglas L. Powell (1946-2000) was a senior auditor in the headquarters
office of our Office of Audits. He spent his entire 30-year career auditing
Department of Commerce activities, and was one of the original staff
members of the OIG. Heis survived by hiswife Audrey, a son, adaughter,
and two stepchildren.

Charles L. Rodgers (1958-2000) was a senior auditor in our Atlanta
Regional Office of Audits. After working several years with the Department
of the Army, he joined the Commerce OIG in 1979. He is survived by his
wife Judiette and ason.

Both Doug and Charles made inval uable contributionsto the Ol G and devoted alarge portion
of their many years of public service to addressing the major management challenges facing
the Department of Commerce. Most recently, they were key members of the team that
conducted the comprehensive review of the Department’ sdiscretionary financial assistance
programsthat ishighlighted in thisreport. Their efforts contributed to the significant improve-
ments being made in these programs.

Both of these fine men will be sorely missed by their many friends and colleaguesin the OIG.
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Office of Inspector General

Organization Chart

( Office of ) IrIGSep: ec |!:ao|r 4 Office of h
Compliance and c ice °|
\_ Administration Deputy L ounse )
Inspector General
( Office of A 4 . h
i Office of
Inspections and .
Program Evaluations SEEs SR
%9 Y _ J
Office of ] ( Office of
Audits J k Investigations
[ 1 [ 1
Headquarters Financial Statements| Regional Financial Fraud Investigative Investigative
Audits Audits Audits Unit Operations Services
OIG Points of Contact
Inspector General .........cocevevenenenenienne. (202) 482-4661 Office of Counsel ........cccoovrviiniiininene, (202) 482-5992
Congressional/PCIE Liaison..................... (202) 482-3052 Office of Inspections and Program Eval. ..(202) 482-2754
Office of AUILS ......ccvvviiiiiiiiiiiecce, (202) 482-1934 Office of Investigations ............c.cc.ccceveuene. (202) 482-0934

Office of Compliance and Admin. ..

f

........... (202) 482-0231 Office of Systems Evaluation (202) 482-6186

TDD NUMDET ..o (202) 482-4948

Media INQUIMES .......cceveereeriereenieiieens (202) 482-5992

REQUESTS FOR REPORTS:

Telephone .........ccoovvviiieiiiiiiiccee (202) 482-0231

Internet E-Mall ........ccoooeviiiniiiicnns oigreports@doc.gov

OIG HOTLINE:

Telephone .........ccccvviiiiiiniiiieee (202) 482-2495 or (800) 424-5197

Internet E-Mall ......ooeeeeveeiicieeiciieees

oighotline@doc.gov
OIG Internet Home Page

http://www.oig.doc.gov
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